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CTtpaTterusa ynpasrneHuda goctynom B AWS

Nonb3oBaTenun: co3gaBanTe oTAeNbHbIX MONb30BaTENEN.

It is a security best practice to not use your root account because the root account
grants access to all services and resources. Grant users the minimum amount of privilege
necessary, which is known as least privilege.

You have other people in your group who have varied access and authorization
permissions. When you use IAM users, it is easier to assign policies to specific users that
access specific services and associated resources.

An |IAM user can use the AWS CLI.

An IAM user can use a role.

The following diagram describes the canonical use case for creating an 1AM user:
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rpyI'II'IbIZ yﬂpaBﬂHVITe pa3peweHnAaMn C nNOMOLLbIO rpynm.

A group is a collection of IAM users. Groups let you assign permissions to a
collection of users, which can make it easier to manage the permissions for those users. For
example, you could have a group called Admins and give that group the types of
permissions that administrators typically need. Any user in that group automatically has the
permissions that&nbsp;are assigned to the group. If a new user joins your organization and
should have administrator privileges, you can assign the appropriate permissions by adding
the user to that group. Similarly, if a person changes jobs in your organization, instead of
editing that user's permissions, you can remove him or her from the old group and add him
or her to the new group.

PaspemeHMﬂ: Ha3Ha4YyanTe MUHUMarnbHbIE npmBunernn.

YToObl Ha3HaYMTb paspeLLeHns Ansa Nonb3oBaTens, rpynnbl, ponv Unn pecypca, cosgante
NONUTUKY, KOTOpasa NO3BOMUT yKasaTb cregyloLlee.

e Actions. PaspelieHHble gencteug ansa cepsuca AWS. Hanprumep, MOXHO paspeLumnTb
nosib3oBaTento Bbi3biBaTh AenctBne Amazon S3 ListBucket. Jltobbie gencteus,
KOTOpble Bbl ABHO HE paspeLllaeTe BbIMOMHATL, 3anpeLuarTcs.

e Resources. Pecypcbl AWS, ans KOTopbIX paspeLueHo BbINONHATb onpeaeneHHble
Jencteus. Hanpumep, cnmcok kopauH Amazon S3, Ans KoTopbIX Bbl paspeLlaeTe
nonb3oBaTernto BbINONHATL Aencteue ListBucket. NMonb3osaTteny He MoryT nonyynTs
[OCTyN K TeM pecypcam, ANd KOTOPbIX Bbl ABHO HE NpefocTaBndeTe paspeLleHus.

e Effect. Paspewatb nnm sanpewatb goctyn. NockonbKy No yMOn4aH1o 4OCTyn
3anpeLyeH, Bbl 06bI4HO cOo3aaeTe npaBunia, KOTopble paspeLuaroT onpeaeneHHble
nencraus.



e Conditions. Ycnosus, KOTOpble AOMKHbI BbIMOMTHATHCS, YTOObLI NpUMEHsNach
nonutuka. Hanpumep, MOXHO paspeLunTb OCTYN TOMbKO K onpeaeneHHbIM
Kop3nHam S3, ecniv nonb3oBaTenb NOAKMYaeTCAa C OnpeaeneHHoro ananasoHa
IP-agpecoB unm ncnonb3yeT Npu BXo4e B CUCTEMY MHOIO(aKTOPHYHO
ayTeHTUMKaLMIO.

MonuTrkM co3gatoTcsa C NOMOLLBIO BU3yanbHOro pegakropa unm B gopmate JSON.
MMonuTukKa COCTOUT U3 OQHOTO UM HECKOJSTbKMX BbIPAXXEHUN, KaXXa0e U3 KOTOPbIX ONUCbIBaEeT
OAWH Habop paspelueHuit. MNMNoagpobHee 0 s3bike NpaBu CM. B cnpaBke no npasunam AWS
IAM.

BusyanbHbIn peaakTtop NpoBeAeT Bac Yepes NpoLecc NpeaocTaBneHms paspeLleHnii ¢
nomoubto npasun IAM 6e3 HeobxoanmocTy nucaTth npaeuna B gopmate JSON (npu aTom
BO3MOXHOCTb co3aBaTth U pegaktupoBaTb npasuna B JSON coxpaHseTcs). [Npasuno,
NnoKasaHHOe Ha crieflytoLeM CHUMKe 3KpaHa, 6bifo Co34aH0 C NOMOLLBbIO BU3YanbHOMo
penaktopa. OHO NnpeaocTaBndaeT pa3pelleHme Ha NaTb agencTenuin Amazon S3 tuna List n
Read ans kop3nHbl S3 n o6bekToB B SampleBucket, npedunkc KoTopbix HAYMHaAEeTCH ¢
MyPrefix.

= 53 (5 actions) Clone Remove
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LestBucket
LisiObjects
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Resources * am aws si SampleBucket”
am aws 53, SampleBucket

Request Conditions s3:prefix { StringEquals MyPrefx" )

© Add new permissions

Mpun ucnons3oBaHuy Ang ynpasnenuns paspeLeHnammn KoHconu ynpasneHns AWS MOXHO
npocmartpmBaTtb CBOAHYIO MHGOpMaUnio o npasune. B cBogHon MHGopmaLmm o npasune
nepeyncrieHbl ypoBeHb A0CTyNa, pecypcbl U YCNOBUA A118 KaX4oro cepsuca,
onpeaeneHHoro B npaswune (CM. NpUMep Ha NpUBEAEHHbIX HUXKE CHUMKaxX akpaHa). YTobbl
ObINO Nnerye NOHATL paspeLleHns, onpeaereHHble B Nnpasune, 4eNCTBUS KaXaoro cepsuca
AWS pa3buTkl Ha YeTbipe kaTeropumn no ypoBHo gocrtyna: List, Read, Write n Permissions
management.



https://docs.aws.amazon.com/console/iam/create-policies
http://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_actionsconditions.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_actionsconditions.html

Service Access level Resource Request condition

Allow {10 of 94 services)

CloudFormation Full: List Limited: Read, Write All resources None

CloudWatch Logs Full access Multiple None

EC2 Full: List Limited: Read All resources None

Elastic Beanstalk Full access All resources elasticbeanstalk:InApplication =
arn:aws:elasticbeanstalk:*: 11112222

3333:application/Bank-Devl

Bbl MoxeTe BbIOpaTh NpegonpeaeneHHoe npasuno nog ynpasneHnem AWS unu cosgatb
cobcTBEHHOE, Ucnonbays reHepaTop npasun. MNogpobHee cm. B pasgene O630p npasun
IAM PykoBoactBa no ucnonb3oBanuto IAM.

AyanT: srknounte cepsmuc AWS CloudTrail.

AWS CloudTrail no3BonseT oTcnexunearb UCTOPUIO akkayHTa U aBTOMaTUYeCKn pearmpoBaTb
Ha OENCTBMS, KOTOPbIE YrpoXatoT 6e30onacHOCTU ucnonbdyemblx pecypcos AWS. Ncnonb3ys
nHterpauuio ¢ Amazon CloudWatch Events, moxHo onpegenute paboyve npoueccsl,
KoTopble TpebyeTca 3anyckaTb nNpu 0bHapyxeHun CobbITU, CNOCOOHBIX MPUBECTYU K
YS1I3BUMOCTSAIM cMcTeMbl 6e3onacHoCcTU. Hanpumep, MOXHO co3gaTb pabounii npouecc,
KoTopbiv ByaeT AobaBnAaATb onpeaeneHHyo NoNnTUKY K KopanHe Amazon S3, korga
CloudTrail o6HapyxuT Bbi3oB API, OTKpbIBalOLWMn Ny6ANYHBIN JOCTYN K 3TOW KOP3WHE.

[Maponb: HacTponTe NOMUTUKY TPeOOBAHUM K HAAEXHOCTU
napoJsien.

YnpasneHue gaHHbIMM JOCTyna ¢ nomoubio 1AM

Cepsuc AWS ldentity and Access Management (IAM) no3sonsieT ynpaBnsiTb HECKOSTbKUMU
TMNamm JONroCpoYHbIX AaHHbIX st 6e3onacHoro gocrtyna nons3opartenen IAM.

e [laponu. Ncnonb3ytoTcsa Ang Bxoda Ha 3alumileHHble cTpaHuubl AWS, Takne kak
KoHconb ynpaesnernns AWS un cdopymbl AWS.

e Kntoum goctyna. MicnonbsytoTca Ang nporpamMmmHbix 3anpocos K AWS ns APl AWS,
nHTepdenca komaHgHom ctpokn AWS, AWS SDK unu nictpymeHtoB AWS ans
Windows PowerShell.

e [lapbl kntodenn Amazon CloudFront. cnonbsytotca B CloudFront gnga cosganus
noanuncaHHbix URL-agpecos.

e OTkpbITble Koy SSH. Micnonb3yoTcs Npn NPOXOXAeHUM ayTeHTUmKaumm B
penosuTtopusix AWS CodeCommit.

HasHaunTb cBOMM nonb3osaTtenam |IAM gaHHble ansa goctyna k pecypcam AWS MOXHO ¢
nomouwbto API, HTepdenca komaHgHowm cTpoku unu KoHconu ynpaenedmss AWS. MoxHO
OCYLLECTBNATL pOTaLMIO U OT3bIBaTb AaHHbIE NS AOCTyNa, Korga ato Heobxoammo.

Kpome ynpasneHus aTumun gaHHbIMW AN 40CTyNa nosib3oBaTenen, MOXHO AOMOSTHUTENBHO
noBbICNTb Be3onacHoOCTb AocTyna nonb3oBaTenen IAM k pecypcam AWS nytem
NPUHyaMTENbHOro ncnonb3oBaHusa multi-factor authentication (MFA).


http://docs.aws.amazon.com/IAM/latest/UserGuide/PoliciesOverview.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/PoliciesOverview.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/

BpeMeHHbIe AaHHble O5A O0CTyna

IAM Takke no3BongeT NpeaocTaBnsATb NOMb30BaTENAM BPEMEHHbIE AaHHbIE ANA AOCTyNna K
Balmm pecypcam AWS c onpeaeneHHbIM CpokoM aenctend. Hanpumep, ncnonb3osaHme
BPEMEHHOro 4OCTyna Nofe3Ho B Crnegylowmnx cry4vasx.
e CosgaeTtcd MOOMMbHOE NPUIOXEHME, B KOTOPOM UCMOMNb3YeTCs CTOPOHHMIA BXOA.
e Co3gaeTtcd MOGMIbHOE NPUITOXKEHME C COOCTBEHHOM ayTEHTUMKALMEN.
e [Ina npepoctaeneHus goctyna kK pecypcam AWS ncnonbadyetcda cuctema
ayTeHTMdMKaLNN HEKOW OpraHmn3aLmu.
e [Ina npepoctaeneHus goctyna kK pecypcam AWS ncnonbayetca cuctema
ayTeHTudmKaLmm Hekon opraHusaumm n SAML.
e Vicnonb3yetcs eauHbiv Bxog B cuctemy (SSO) uepes Beb-uHtepdenc ana KoHconu
ynpasneHna AWS.
e CtopoHHUM nuuam genermpyetca goctyn Kk APl ansa obpaweHns Kk pecypcam B
BalleM aKkkayHTe unu B ApYroM akkayHTe, KOTOpbIM Bbl BriageeTe.

MFA: Bkntounte ayteHTudumkaunto MFA onga
NpUBUNErMPOBAHHbIX NOfb30BaTENEN.

AWS Multi-Factor Authentication (MFA) is a simple best practice that adds an extra layer of
protection on top of your user name and password. With MFA enabled, when a user signs in
to an AWS Management Console, they will be prompted for their user name and password
(the first factor—what they know), as well as for an authentication code from their AWS MFA
device (the second factor—what they have). Taken together, these multiple factors provide
increased security for your AWS account settings and resources.

You can enable MFA for your AWS account and for individual IAM users you have created
under your account. MFA can be also be used to control access to AWS service APls.

After you've obtained a supported hardware or virtual MFA device, AWS does not charge
any additional fees for using MFA.

You can also protect cross-account access using MFA.

Virtual MFA Applications

Applications for your smartphone can be installed from the application store that is specific to
your phone type. The following table lists some applications for different smartphone types.

Android Authy, Duo Mobile, LastPass Authenticator, Microsoft Authenticator,
Google Authenticator

iPhone Authy, Duo Mobile, LastPass Authenticator, Microsoft Authenticator,
Google Authenticator

U2F Security Key

AWS supports U2F security key as a MFA device for accessing the AWS Management
Console using certain web browsers. We encourage you to use virtual or hardware MFA for



the AWS Console Mobile App. For more information, please review the configurations
associated with U2F security key supported by AWS.

Ponu: ncnonesyute ponu IAM gna nHctaHcos Amazon EC2.

Ponn IAM no3BonsawT npeaoctaBnTb NpaBa JOCTyna nofb3oBaTenisiMm unm cepesucam, y
KoTopbIX 06bI4HO HET gocTyna K pecypcam AWS Baluen opraHmsauuu. MNMonb3osatenam IAM
unu cepsrcam AWS MOXHO NPUCBOUTL PONK AN NONYYEHUS BPEMEHHbIX AaHHbIX ANS
J0CTyna, KOTopble OHU MOrYT NcNonb3oBaTth Ans Bbi3oBoB APl AWS. B pesynbtaTte He
TpebyeTca NpeaocTaBnsaTb AONTOCPOYHbIE AaHHbIe AN A0CTyNa Uy Ha3HavaTb
paspeLleHns Ons Kaxaoro obbekta, KoTopoMy TpebyeTcst 4OCTYN K onpeaeneHHoMY
pecypcy.
B cnegyowmx cueHapusx BblgeneHbl HEKOTOpble U3 NPOGeM, C KOTOPbIMU Bbl MOXETE
CTONKHYTbCH NpU AenernposaHnn AocTyna.

e [lpegocTaBneHne NpUNoXeHUsM, paboTarLwmm Ha MHcTaHcax Amazon EC2,

poctyna K pecypcam AWS

UTto6bl NpegocTaBnTb NpUoXeHmam Ha nHctaHce Amazon EC2 goctyn k pecypcam AWS,
pa3paboTymkm MOryT PacnpoOCTPaHNTb Ha KaXKabl MHCTAHC CBOW AaHHble Ans AoCTyna.
3arteM NpunoXxxeHnss MOryT UCMOMb30BaTb 3TN AaHHbIE ANA AOCTyNa K pecypcam, TakuM Kak
Kop3nHbl Amazon S3 unu gaHHele Amazon DynamoDB. OgHako npegocTaBneHune Kaxgomy
WHCTaHCY AaHHbIX AN AoCTyna Ha ANUTeNbHbIA CPOK — CMIOPHBLIN MOMEHT, CO34atoLLmim
noTeHumnanbHyto yrposy 6esonacHocTn. B npuBeaeHHOM Bbille Bugeomatepuane nogpobHo
OMNUCbIBaEeTCS, Kak NCMONb30BaTh POSM ANA peLleHns nogobHom npobnembl 6€30nacHOCTMW.

e [loCcTyn K HECKOSTbKMM akKayHTam
[nsa KoHTpoNsa unu ynpasneHns 4OCTYNOM K pecypcam, Hanpumep n3onnuposaHunsa paboden
cpenbl OT cpeabl pa3paboTkn, MOXET NOHaZobMTbCA HeCckonbko akkayHToB AWS. OgHako B
HEKOTOPbIX ClyYasx Nonb3oBaTenisiM U3 O4HOro akkayHTa MOXeT notpeboBaTbCcs JOCTYN K
pecypcam apyroro akkayHTta. K npumepy, nonb3oBatesnto u3 cpepl pa3paboTkm MOXET ObITb
Heobxo4um JOCTyn K paboyen cpefe ansg npoaskeHnsa obHoBneHunn. MNMoatomy y
nonb3oBaTtenemn OMKHbI ObITb AaHHbIE, NOATBEPXKAAIOLWME NpaBa A0CTYNa K KaXaomy
aKkayHTY; O[HaKo yrnpaBfieHNne HeCKOSbKMMU HabopamMun TakuxX AaHHbIX 5151 HECKOMNbKNX
aKkayHTOB 3aTpygHSeT yrnpaBneHue yaoctoBepeHuamu. Micnonb3osaHune ponu 1AM moxeT
ynpoCTUTb 3Ty 3agadvy.

e [lpegocTaBneHune paspelueHuii cepsncam AWS
Mpexge 4Yem cepsucbl AWS cMOryT BbINOMHATL Kakne-nmbo AencTBus OT Ballero UMeHM,
Heo6xoauMo NpeaocTaBUTb MM COOTBETCTBYIOLLME paspelleHnst. MoXXHO ncnonb3oBaThb
ponn AWS IAM, 4yTobbl NpegocTaBuTb paspelueHuns cepsmucam AWS BbidbiBaTh Apyrve
cepBucbl AWS oT Balliero MMeHn unu cosgasathb pecypcbl AWS 1 ynpaBndaTb MW B BalleM
akkayHTe. CepBucbl AWS, Takne kak Amazon Lex, Takke npegnaratoT CBsi3aHHble C
CEPBUCOM PONK, KOTOPbIE ABNAOTCH NpeaBapuUTESiIbHO HACTPOEHHBIMU U MOTYT
NPUHUMATBLCS TOSbKO 3TUM KOHKPETHBbIM CEPBUCOM.

CoBMeCTHbIM JoCTyn: ncnosnb3ynte ponu IAM gnga
npeaocTaBlieHNa COBMECTHOro gocTyna.

Identity federation is a system of trust between two parties for the purpose of authenticating
users and conveying information needed to authorize their access to resources. In this



system, an identity provider (IdP) is responsible for user authentication, and a service
provider (SP), such as a service or an application, controls access to resources. By
administrative agreement and configuration, the SP trusts the IdP to authenticate users and
relies on the information provided by the IdP about them. After authenticating a user, the IdP
sends the SP a message, called an assertion, containing the user's sign-in name and other
attributes that the SP needs to establish a session with the user and to determine the scope
of resource access that the SP should grant. Federation is a common approach to building
access control systems which manage users centrally within a central IdP and govern their
access to multiple applications and services acting as SPs.

AWS offers distinct solutions for federating your employees, contractors, and partners
(workforce) to AWS accounts and business applications, and for adding federation support
to your customer-facing web and mobile applications. AWS supports commonly used open
identity standards, including Security Assertion Markup Language 2.0 (SAML 2.0), Open ID
Connect (OIDC), and OAuth 2.0

Enabling federated AWS access for your workforce

You can use two AWS services to federate your workforce into AWS accounts and business
applications: AWS Single Sign-On (SSO) or AWS Identity and Access Management (IAM).
AWS SSO is a great choice to help you define federated access permissions for your users
based on their group memberships in a single centralized directory. If you use multiple
directories, or want to manage the permissions based on user attributes, consider AWS 1AM
as your design alternative. To learn more about service quotas and other design
considerations in AWS SSO, see the AWS SSO User Guide. For AWS IAM design
considerations, see the AWS IAM User Guide.

Using federation to enable single sign-on (SSO) to your AWS accounts

AWS SSO makes it easy to centrally manage federated access to multiple AWS accounts
and business applications and provide users with single sign-on access to all their assigned
accounts and applications from one place. You can use AWS SSO for identities in the AWS
SSO’s user directory, your existing corporate directory, or external IdP.

AWS SSO works with an IdP of your choice, such as Okta Universal Directory or Azure
Active Directory (AD) via the Security Assertion Markup Language 2.0 (SAML 2.0) protocol.
AWS SSO seamlessly leverages IAM permissions and policies for federated users and roles
to help you manage federated access centrally across all AWS accounts in your AWS
Organization. With AWS SSO, you can assign permissions based on the group membership
in your |dP’s directory, and then control the access for your users by simply modifying users
and groups in the IdP. AWS SSO also supports the System for Cross-domain Identity
Management (SCIM) standard for enabling automatic provisioning of users and groups from
Okta Universal Directory, Azure AD, and other supported IdPs to AWS.

AWS SSO can serve as an IdP to authenticate users to AWS SSO integrated applications
and SAML 2.0 compatible cloud-based applications, such as Salesforce, Box, and Office
365, with a directory of your choice. You can also use AWS SSO to authenticate users to the
AWS Management Console, AWS Console Mobile Application, and AWS Command Line
Interface (CLI). For your identity source, you can choose Microsoft Active Directory or AWS
SSO’s user directory.


https://aws.amazon.com/iam/details/saml/

Using AWS IAM to manage federated fine-grained access to AWS accounts

You can enable federated access to AWS accounts using AWS Identity and Access
Management (IAM). The flexibility of the AWS IAM allows you to enable a separate SAML
2.0 or an Open ID Connect (OIDC) IdP for each AWS account and use federated user
attributes for access control. With AWS IAM, you can pass user attributes, such as cost
center or job role, from your IdPs to AWS, and implement fine-grained access permissions
based on these attributes. AWS IAM helps you define permissions once, and then grant,
revoke or modify AWS access by simply changing the attributes in the IdP. You can apply
the same federated access policy to multiple AWS accounts by implementing reusable
custom managed IAM policies.

Enabling federated access to your customer-facing web and mobile apps

You can add federation support to your customer-facing web and mobile applications using
Amazon Cognito. It helps you add user sign-up, sign-in, and access control to your mobile
and web apps quickly and easily. Amazon Cognito scales to millions of users and supports
sign-in with social identity providers, such as Apple, Facebook, Google, and Amazon, and
enterprise identity providers via SAML 2.0.

PoTaums: perynsapHo naMeHanTe gaHHble Ans AocTtyna.

YcnoBus: orpaHmnybTe I'IpI/IBVIJ'IeFI/IpOBaHHbII7I OOCTYynn C
NOMOLWbIO AONOJTIHNTESIbHbIX yCJ'IOBI/I17I

AWS Identity and Access Management (IAM) is a web service that helps you securely
control access to AWS resources. When a principal makes a request in AWS, the AWS
enforcement code checks whether the principal is authenticated (signed in) and authorized
(has permissions). You manage access in AWS by creating policies and attaching them to
IAM identities or AWS resources. Policies are JSON documents in AWS that, when attached
to an identity or resource, define their permissions.
During authorization, the AWS enforcement code uses values from the request context to
check for matching policies and determine whether to allow or deny the request.
AWS checks each policy that applies to the context of the request. If a single policy denies
the request, AWS denies the entire request and stops evaluating policies. This is called an
explicit deny. Because requests are denied by default, IAM authorizes your request only if
every part of your request is allowed by the applicable policies. The evaluation logic for a
request within a single account follows these rules:
e By default, all requests are implicitly denied. (Alternatively, by default, the AWS
account root user has full access.)
An explicit allow in an identity-based or resource-based policy overrides this default.
If a permissions boundary, Organizations SCP, or session policy is present, it might
override the allow with an implicit deny.
e An explicit deny in any policy overrides any allows.



https://docs.aws.amazon.com/IAM/latest/UserGuide/intro-structure.html#intro-structure-request
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After your request has been authenticated and authorized, AWS approves the request. If you
need to make a request in a different account, a policy in the other account must allow you
to access the resource. In addition, the IAM entity that you use to make the request must
have an identity-based policy that allows the request.

Root: makcumarnbHO cokpaTuTe Unm 3anpeTnte NCnonbL3oBaHme
aKkayHTa c npaBamMu root.



