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[MpUHUMNBLI, NONUTUKA, NpoLeaypbl 1

cepBuchkl besonacHoctn B AWS

OcCHOBHbIe NMpUHUMNbI obecneyeHnsa 6e3onacHoOCTH
B obnake AWS

BHegpeHue cTporon ngeHTndukaumm Ha OCHOBE cTpaTermm HauMeHbLINX
npusunerun (cm. Ctpaternsa ynpasnenuns goctyrnom B AWS)

Peanusauusa HenpepbIBHOrO MOHUTOPWHIA, OMOBELLEHNS U ayauTa B pexvve
pearnbHOro BpeMeHu

BHegpeHune 6e3onacHocTn Ha Bcex ypoBHsX: cetesoM (VPC), load balancing,
BMPTYyanbHOW MaLUVHbI, ONepaunoHHON CUCTEMbI, MPUNOXEHUSA U
NporpaMmMHoOro Koga

MpumeHeHne nyyLwmnx NpakT1K No cosgaHuto 6esonacHom NHMPaCTPYKTYpbI
Ha OCHOBe nporpaMmMHoOro koga. MHgpacTpykTypa Kak nporpaMMHbIn Ko,
(AWS CloudFormation)

Peanusauuna 3awuTel AaHHbIX MPU Nepefade u XxpaHeHnn

BHegpeHne NHCTPYMEHTOB NO3BOMSAOLLMX UCKNIOYNTL YenoBeYeckun daktop,
YMEHbLUNTbL HEOBX0AMMOCTb NPSIMOro AoCTyna unn py4yHon obpaboTku
AaHHbIX.

MopaenvpoBaHue pearMpoBaHusa Ha MHLUWOEHTbI, UCNOoNb3oBaHue
WHCTPYMEHTOB C aBTOMaTu3aumen, YTobbl MOBbLICUTbL CKOPOCTb OBHapYXeHus,
paccrneoBaHus 1 BOCCTaHOBMEHUS.

Be3onacHocTb B o6nake coCTouUT 13 NATU
pasgenos

1.

Sl A

YnpasneHune ngeHtudpukaumen n goctynom (Identity and access
management)

O6HapyxeHune (Detection)

3awwmTa uHdpactpyktypsbl (Infrastructure protection)

3awmTtbl AaHHbIX (Data protection)

PearnpoBaHue Ha ypesBbliHanHble cutyaumm (Incident response)

CepBucbl AWS no 6esonacHocTH

Hwxe npuBeaeHbl cepBucbl AWS, npuMeHMMble B COOTBETCTBYIOLLNX pa3aenax
BesonacHocTH



YnpasneHue naeHTndukaumen n 4oCcTyrnom

Mpumep ncnonb3oBaHUsA

Cepeuc AWS

BesonacHoe ynpaeneHue 4OCTYNoM K
cepBucam 1 pecypcam

AWS ldentity & Access Management (IAM)

O6nayHbIv cepBuc eguHoro Bxopa (SSO)

AWS Single Sign-On

YnpaBneHue naeHtupunkaumnen
nonb3oBaTenen B NPUNOXEHNAX

Amazon Cognito

Ynpasnsemas cuctema Microsoft Active
Directory

AWS Directory Service

MpocTon n 6esonacHbIn cepBuc Ans
COBMECTHOro gocTtyna k pecypcam AWS

AWS Resource Access Manager

YnpaBneHue n agMMHUCTPUPOBaHue

Mpumep ncnonb3oBaHUA

Cepeuc AWS

BCce akkayHTbl AWS B ogHOM MecTe

AWS Organizations

O6HapyxeHune

MpvMep Ucnornb3oBaHNs

Cepsuc AWS

YHUMLUMPOBAHHbLIN LEeHTp 6Ge3onacHOCTU n
COOTBETCTBUA TpeboBaHNSAM

AWS Security Hub

Ynpasnsiembiii cepBruc 0bHapyXeHust yrpos

Amazon GuardDuty

AHanua 6e30nacHOCTU NPUNOXEHUN

Amazon Inspector

3anucb 1 oueHKa KoHUrypaumm pecypcos
AWS

AWS Config

OTcnexuBaHne OencTBUin Nonb3oBaTenen
1 ncnons3oBaHus API

AWS CloudTrail

YnpaeneHue 6e30nacHOCTbIO A4S
ycTponcts NHTepHeTa Bellen

AWS loT Device Defender

3awuTa nHdpacTpyKkTypbl

Mpumep ncnonb3oBaHUA

Cepeuc AWS




3awurta ot DDoS-aTtak

AWS Shield

®dunbTpaums BpeAoHOCHOro CeTeBOro
Tpaduka

AWS Web Application Firewall (WAF)

LleHTpanu3oBaHHOe ynpaBrneHune
npasunamu 6paHgmayapa

AWS Firewall Manager

3awmTa gaHHbIX

Mpumep ncnonb3oBaHns

Cepeuc AWS

BbisaBnanTte n 3awuwiante
KOHbmaeHUnanbHble gaHHbIe B NI060M
MaclwTabe

Amazon Macie

XpaHeHue Knyen u ynpasrneHne numm

AWS Key Management Service (KMS)

AnnapaTtHoe XpaHunuuie Krnoden ans
COOTBETCTBMS HOPMATMBHbLIM TpeboBaHMAM

AWS CloudHSM

CospaHue, pasBepTbiBaHWe NyGNnYHbIX U
YacTHbIX cepTudmkatoB SSL/TLS u
ynpasneHne umu

AWS Certificate Manager

PoTtauusa n nssnevyeHve
KOH(pMAeHUManNbHbIX OaHHbIX, @ Takke
ynpasrneHue umm

AWS Secrets Manager

PearnpoBaHue Ha 4ypesBblYanHble CUTyaLUumn

Mpumep ncnonb3oBaHnA

Cepsuc AWS

AHanm3 noteHuManbHbIX Npobnem
Oe3onacHocTH

Amazon Detective

BbiCcTpoe 1 9KOHOMMYHOE
aBTOMaTM3MPOBaHHOE aBapUNHOE
BOCCTaHOBIIEHNe

CloudEndure Disaster Recovery

CooTBeTcTBME TPEOOBAHMAM

MpvMep Mcnorb3oBaHUs

Cepeuc AWS




BecnnaTHbIn nopTan camoobenyxuBaHns AWS Artifact
Ans gocTtyna no TpeboBaHmio K oTyeTam
AWS o cooTBeTCcTBMM TpEBOBaHMAM

[Mpoueaypbl ayanta 6e3onacHOCTM No pasgenam
Oe3onacHoOCTU

This checklist provides customer recommendations that align with the Well-Architected
Framework Security Pillar.

Identity & Access Management

1.

Secure your AWS account. Use AWS Organizations to manage your accounts, use
the root user by exception with multi-factor authentication (MFA) enabled, and
configure account contacts.

Rely on centralized identity provider. Centralize identities using either AWS Single
Sign-On or a third-party provider to avoid routinely creating IAM users or using
long-term access keys—this approach makes it easier to manage multiple AWS
accounts and federated applications.

Use multiple AWS accounts to separate workloads and workload stages such as
production and non-production. Multiple AWS accounts allow you to separate data
and resources, and enable the use of Service Control Policies to implement
guardrails. AWS Control Tower can help you easily set up and govern a
multi-account AWS environment.

Store and use secrets securely. Where you cannot use temporary credentials, like
tokens from AWS Security Token Service, store your secrets like database
passwords using AWS Secrets Manager which handles encryption, rotation, and
access control..

Detection

1.

Enable foundational services: AWS CloudTrail, Amazon GuardDuty, and AWS
Security Hub. For all your AWS accounts configure CloudTrail to log API activity, use
GuardDuty for continuous monitoring, and use AWS Security Hub for a
comprehensive view of your security posture..

Configure service and application level logging. In addition to your application logs,
enable logging at the service level, such as Amazon VPC Flow Logs and Amazon
S3, CloudTrail, and Elastic Load Balancer access logging, to gain visibility into
events. Configure logs to flow to a central account, and protect them from
manipulation or deletion.

Configure monitoring and alerts, and investigate events. Enable AWS Config to track
the history of resources, and Config Managed Rules to automatically alert or
remediate on undesired changes. For all your sources of logs and events, from AWS
CloudTrail, to Amazon GuardDuty and your application logs, configure alerts for high
priority events and investigate.



https://aws.amazon.com/organizations/
https://aws.amazon.com/single-sign-on/
https://aws.amazon.com/single-sign-on/
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/config/

Infrastructure Protection

1.

Patch your operating system, applications, and code. Use AWS Systems Manager
Patch Manager to automate the patching process of all systems and code for which
you are responsible, including your OS, applications, and code dependencies.
Implement distributed denial-of-service (DDoS) protection for your internet facing
resources. Use Amazon Cloudfront, AWS WAF and AWS Shield to provide layer 7
and layer 3/layer 4 DDoS protection.

Control access using VPC Security Groups and subnet layers. Use security groups
for controlling inbound and outbound traffic, and automatically apply rules for both
security groups and WAFs using AWS Firewall Manager. Group different resources
into different subnets to create routing layers, for example database resources do not
need a route to the internet.

Data Protection

1.

Protect data at rest. Use AWS Key Management Service (KMS) to protect data at
rest across a wide range of AWS services and your applications. Enable default
encryption for Amazon EBS volumes, and Amazon S3 buckets.

Encrypt data in transit. Enable encryption for all network traffic, including Transport
Layer Security (TLS) for web based network infrastructure you control using AWS
Certificate Manager to manage and provision certificates.

Use mechanisms to keep people away from data. Keep all users away from directly
accessing sensitive data and systems. For example, provide an Amazon QuickSight
dashboard to business users instead of direct access to a database, and perform
actions at a distance using AWS Systems Manager automation documents and Run
Command.

Incident Response

1.

Ensure you have an incident response (IR) plan. Begin your IR plan by building
runbooks to respond to unexpected events in your workload. For details, see the
AWS Security Incident Response Guide.

Make sure that someone is notified to take action on critical findings. Begin with
GuardDuty findings. Turn on GuardDuty and ensure that someone with the ability to
take action receives the notifications. Automatically creating trouble tickets is the best
way to ensure that GuardDuty findings are integrated with your operational
processes.

Practice responding to events. Simulate and practice incident response by running
regular game days, incorporating the lessons learned into your incident management
plans, and continuously improving them.


https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/waf/
https://aws.amazon.com/shield/
https://aws.amazon.com/firewall-manager/

Mpouenypbl ayamuta 6€30MacHOCTU NO cepBuUcam
AWS

IAM

S3

Avoid using AWS root account user access keys as it gives full access to all
resources.

MFA authentication is enabled for the root account to provide two-factor
authentication.

Assign individual IAM users with necessary permissions to enable login.

Ensure User Accounts also have MFA authentication.

IAM Access Keys must be rotated at periodic intervals.

Ensure a strong password policy for users.

Assign permissions to users based on User Groups, instead of individual IAM users.
Provide access to a resource through IAM Roles

Grant least access while creating IAM Policies, needed to perform the necessary
actions

Attach IAM Policies to Groups or Roles on creation

If required, conditions can be defined for Policies under which access is granted to a
resource

Get rid of unnecessary IAM credentials, those with are inactive or unused

Use IAM Roles to grant access to applications on EC2 Instances

Ensure S3 buckets are not publicly accessible (public read or write permissions) —
users can enable Amazon S3 to block public access.

Make use of object-level or bucket-level permissions in addition to IAM Policies to
grant access to resources.

Enable MFA Delete to prevent accidental deletion of buckets.

Consider encryption of stored data, which can be done in two ways — server-side
and client-side encryption.

Enable encryption of inbound and outbound data traffic, through SSL endpoints.
Configure S3 lifecycle management through rule-based actions and use versioning to
store and retrieve multiple versions of an object in a bucket, to deal with accidental
deletions.

Ensure S3 access logging is enabled.

Constantly audit and monitor S3 buckets using CloudWatch metrics.

EC2, VPC, and EBS

Ensure data and disk volumes in EBS are encrypted with AES-256, the
industry-standard algorithm.

Restrict access to instances from limited IP ranges using a Security Group.
Limit the range of open ports on EC2 security groups, to prevent exposure to
vulnerabilities.



Ensure ELBs have a valid security group attached to it.
Monitor and optimize default security groups, as they allow unrestricted access for
inbound and outbound traffic.

e Ensure restricted inbound access to SSH, FTP, SMTP, MySQL, PostgreSQL,
MongoDB, MSSQL, CIFS, etc. to required entities only.

e Use IAM roles to grant access to EC2, instead of access keys for temporary
requirements.

e |[f you’re using IAM user access keys for long term permissions, ensure that you don’t
embed the keys directly into code, generate different keys for different applications,
rotate your access keys, use MFA authentication and decommission unused key
pairs.

e Enable and activate your VPC flow logs to record inbound and outbound traffic in
your VPC for better monitoring and early diagnosis.

Delete unused Virtual Private Gateways and VPC Internet Gateways.
Make sure that no VPC endpoints are exposed, by checking the principal value in the
policy.

e Ensure no ACLs allow unrestricted inbound or outbound access.

CloudTrail
e Ensure CloudTrail is activated across all regions, and for global services like IAM,
STS, etc.
e |tis recommended to log to a centralized S3 bucket.
e Make sure both CloudTrail itself and CloudTrail logging are enabled for all regions.
e Ensure CloudTrail log file integrity validation is enabled.
e Ensure CloudTrail log files are encrypted.

RDS

Ensure RDS security groups do not allow unrestricted access.
Ensure encryption of the RDS instances and snapshots, using AES-256 level
encryption.
Protect data in transit to RDS through SSL endpoints.
Monitor control to RDS using AWS KMS and Customer Managed Keys.
Configure AWS Secrets Manager to automatically rotate the secrets for Amazon
RDS.
Ensure RDS database instances and snapshots are not publicly accessible.

e Enable the auto minor upgrade feature for RDS.

Redshift

e Enable the require_ssl parameter in all Redshift clusters to minimize risk for
encryption of data in transit for Redshift, and to connect your SQL client with your
cluster.

Enable Redshift Cluster encryption.
Ensure Redshift user activity logging is enabled.
Ensure Redshift encryption with KMS Customer Managed Keys.



e |t is recommended that Redshift clusters are launched within a VPC for better control.
e Ensure that the Redshift clusters are not publicly accessible.

BcTpoeHHasi 6e3onacHOCTb

BcTpoeHHas 6esonacHocTb (SbD) — 310 noaxoa k obecneveHmto 6e3onacHoOCTy,
KoTopbii dbopManuayeT NpoekTupoBaHne akkayHta AWS, aBTomaTU3npyeT CUCTEMBI
KOHTponsa 6e3onacHocTu 1 ynpoLlaeT npouecckl ayauta. lNoaxog SbD, B oTnivyune oT ayanta
©e30nacHOCTK 3a NpoLwnbii nepuod, obecnevumBaeT KOHTPOSb 6e30NacHOCTM, N3HaYarbHO
BCTPOEHHBIN B npoLecc ynpaeneHus I T-pecypcamu nnatdopmel AWS. Mcnonb3oBaHue
wabnoHoB BCTpoeHHon 6e3onacHocTh (SbD) B AWS CloudFormation nossonsieT gobutbcs
pPa3HOCTOPOHHEN N 3hPeKTUBHON 3aLMTbl 1 0becnevnTb COOTBETCTBME TpeboBaHNSAM B
obnake.

SbD - ato noaxopn k obecneyeHnto 6e30nNacHOCTN N COOTBETCTBUS TpeboBaHUAM B
nobom macwTtabe ¢ y4eTom crneundukn pasnnyHbIX oTpacnen, CTaHaapToB U KpuTepmnes
6esonacHocTtu. Nogxog SbD B AWS MOXHO MCMNonb3oBaTh NpU NPOEKTUPOBaHUN
PYHKLMOHarbHbBIX BO3MOXHOCTEN 6e30MacHOCTM U COOTBETCTBUSA TpeboBaHMAM Ha BCEX
aTanax, YTo NO3BOMSET KIIMEHTY NMPOEKTMPOBATbL BCE KOMMOHEHTbI COOGCTBEHHOW Cpeabl
AWS: paspelueHus, BegeHne XypHanos, 4OBEPUTENbHbIE OTHOLEHUSA, MPUHYAUTENbHOE
LWndpoBaHme, NCNONb3oBaHME TONbKO 00006PEHHBIX 06Pa30B MaLUUH 1 MHOroe gpyroe.
Moaxoa SbD noseonseT aBTomaTnanpoBaTb MHTEPGENCHYIO YacTb akkayHTa AWS,
HageXHo nporpammupys 6€30nacHOCTb U COOTBETCTBME CTaHAapTaM B UCMOSb3YEMbIX
akkayHTax AWS 1 octaBnssi B NpoLunom HecooTBeTcTBue cuctem UT-ynpasnenuns
CTaHOapTHbIM TpeboBaHMAM.

Moaxopn, OCHOBaHHbLINM Ha BCTPOeHHon 6esonacHocTu (SbD)

Moaxon SbD chopmupyeT 06513aHHOCTM MO KOHTPOSHO, NPUHLMIMbLI aBTOMaTU3aunm
OCHOB 6e30MacHOCTU, HacTpoKikn 6esonacHOCT 1 TpeboBaHNs MO ayauTy KITMEHTOM CUCTEM
yrnpasneHnsi B CBOeN MHAPACTPYKTYpe, OnepaumoHHbIX CUCTEMAX, CepBMCax u
npunoxeHusx, pabotarowmx Ha AWS. lNMpeanaraemble NporpaMMon AUPEKTUBHbIE
CTaHOapTU30BaHHbIE BOCMPOM3BOANMbIE NPOEKTLI CO BCTPOEHHOW aBToMaTn3aumen MOXHO
pasBepTbiBaTb ANS pacnpoCTPaHEHHbIX NPYMEPOB UCNONb30BaHWS C y4eTOM CTaH4apToOB
6e3onacHocTn 1 TpeboBaHUIM K ayanTy B pa3nnU4YHbIX OTPACIAX U A8 pasnuyHbiX paboymnx
Harpysok.

KomnaHus AWS pekomeHOyeT UCrnonb3oBaTh B CBOEM akkayHTe AWS BCTPOEHHYIO
6e30nacHOCTb U COOTBETCTBUE TpeboBaHWAM, cneaysa NpeAcTaBleHHOMY HUXe noaxoay u3
YyeTblpex aTanos.

OTan 1.

Cdopmupyrite TpeboBaHus. OnpegenuTe NOMUTUKA N ONULLIMTE CUCTEMbI KOHTPONS,
Hacnegyemble oT AWS. 3aTem onuwnTe CUCTEMbI KOHTPOSS, UCMOMNb3yeMble BaMu B cpeae
AWS, 1 onpegennte cnncok npasnn 6e3onacHoOCTU, KOTopble TpebyeTca BHEAPUTL B
NT-cpeay AWS.



OTan 2.

Cospante GesonacHyto cpeay, COOTBETCTBYHOLLYIO BawMM TpeboBaHMsIM n
ocobeHHocTAM BHeapeHusa. Onpeaenute Tpebyemyto KOHUrypaumio B BUAE 3Ha4YEeHUN
KoHdurypauum AWS, Takmx kak TpeboBaHUS K LUMAPOBAHNIO (HanpuMep, NpuHyauTenbHoe
wnppoBaHme ang o6bekToB S3 Ha CTOPOHE cepBepa), paspeLleHnsa s pecypcos (Kakue
pONN NPMMEHUMbI K onpeaerieHHbIM cpedam), CMCOK paspeLleHHbIX K MCNONb30BaHMI0
BblYMCNUTENBHbLIX 06pa3oB (Ha OCHOBaHMM (PUKCUPOBaHHbLIX 0OPa30B CepBEPOB,
paspeLleHHbIX K MICNOMNb30BaHMWI), a Takxke TuMbl 0653aTenNbHbIX XXYpHanoB (Hanpuvep,
npuHyanTensHoe npumeHeHne cepsuca CloudTrail ana coBMeCTUMbIX pecypcoB).
Mockonbky AWS npepoctaBnsaeT pa3sHOCTOPOHHMI HAbop BapnaHTOB KOHAUIypaLmm m
perynspHo gobaBnsieT B HErO HOBbIE CEPBUCHI, Bbl CMOXETE HaUTK LWabnoHbl Ans
npvBegeHnsa cBoen cpefbl B COOTBETCTBME 3a4aHHbIM TpeboBaHMAM 6e30MacHOCTMW.
HaHHble wabnoHbl 6e3onacHocTu (B B1ae wabnoHoB AWS CloudFormation)
npeaocTaBnaT Bceobbemnowmnn Habop npasun, KOTOPbIN MOXXHO BHEAPATb
cuctematmyeckn. Komnanua AWS paspaboTana wabnoHbl, KoTopble obecnevmsatoT
npasuna 6e3onacHOCTU, COOTBETCTBYIOLME PasfnNYHbIM MHAPaCTPYyKTypam 6e3onacHOCTU.

JononHuTenbHy NOMOLb Npu co3gaHnmn 6e3onacHon cpeabl MOryT okasaTtb
OnbITHbIE apxuTekTopbl kKomnanun AWS, cneunanuctel AWS Professional Services un
peLLeHNs OT HaLMX NapTHEPOB. ATK rpynnbl cneunannucToB MoryT pabotaTb BMecTe C
BaLLMM MEepPCOHANoM u rpynnamu ayauta gnsi noMoLLmM B peanmsaumm BblCOKOKa4YeCTBEHHbIX
6e3onacHbix cpea Ansd NpoxXoXaeHns CTOPOHHEro ayauTta.

STan 3.

BHeppuTe co3gaHHble wabnoHel. AWS Service Catalog gaeT nonb3oBaTensam
BO3MOXXHOCTb NMPUHYANTENBbHO NPUMEHATL B KaTanore cobCcTBeHHbIE WabMoHbl. ATOT war
Mo3BOJISIET rapaHTUPOBaTb UCNONb30BaHNe 6e3onacHom cpeabl Npu co3gaHnn nobbix
HoBbIX cpef. OH Takke NpegoTBpaLlaeT co3aaHue cpef, KoTopble He COOTBETCTBYIOT
YCTaHOBIEHHbIM Npasunam 6e3onacHocTu cpedpl. TpeboBaHue 0b6s3aTENbLHOMO
NCNonb30oBaHWsi oNpeaeneHHoro WwabnoHa B kKaTanore rapaHTUpyeT KnMeHTaMm, 4YTo
HaCTPOEHHblE MeXaHN3Mbl 6e30nacHOCTH ByayT roToBbl K CTOPOHHEMY ayauTY.

OTan 4.

BbinonHuTe npoBepoyHble Aencteus. PaseepTtoiBaHne Ha AWS ¢ nomoLbio Service
Catalog v wabnoHos 6e3onacHon cpefbl NMOMOraeT co3faTb cpeay, roTOBYIO K ayauTy.
MpaBuna, onpegerneHHble B WabnoHe, MOXHO MCMOSMb30BaTb Kak PyKOBOACTBO MO ayauTy.
AWS Config no3BonseT ckaHMpoBaTh TeKyLlee COCToSAHNe NboKn cpeapbl, YTOObl CpaBHUTL
ero C yCTaHoBMNeHHbIMU Npasunnamu 6esonacHon cpedbl. Vicnonb3oBaHue 3allmLLeHHbIX
paspeLLeHnii Ha A0CTYN K YTEHUIO BMECTE C YHUKarnbHbIMU CKpUNTaMy NO3BONSET
aBTOMaTM3MpoBaTb cOop cBeaeHUn Ans npoBeaeHus ayauta. KnneHTsl MoryT nepenTu ot
TPAAMLMOHHBIX PYYHbIX CPEeACTB aAMUHUCTPATUBHOIO KOHTPOMS K peannsyembiM
NPVHYANTENBbHO Ha TEXHUYECKOM YPOBHE CpeacTBaM KOHTPOSSA, COXPaHSAs YBEPEHHOCTb, YTO
npu nNpaBunbHOW pa3paboTke 1 NPUMEHEHWUM 3TN CPEACTBA KOHTPONSA OYHKUMOHArMbHbI Ha
100 % B nto6oe BpeMs (B OTNMYME OT TPaANLMOHHBLIX METOA0B BbIBOPOYHOro ayanTa u
NPOBEPOK COCTOAHUA Ha onpeaeneHHbI MOMEHT).



3Ha4YeHne BCTPOeHHOU 6e30nacHoOCTH

BcTpoeHHasa 6e3onacHOCTb NO3BOSISIET peanu3oBaTh CreayoLlmne BO3MOXHOCTU:

e CO3[JaHue NPUHYAUTENbHO NPUMEHSEMbIX YHKUUI, HEOOCTYMNHbIX AN
nepeonpeneneHms nob3oBaTensammn, KOTopble HE UMET COOTBETCTBYHOLLETO
paspeLleHns;

e OpraHM3aumsi HageXxHon aKcnnyaTauum CUCTEM KOHTPONS;

e HernpepbiBHbIA ayauT B pexxumMe pearnbHOro BpeMeHu;

® [pPMMEHEHNE NONUTUK ynpasneHnsa B opMe NporpaMmMHbIX CKPUMTOB.

PesynbtaTt ob6ecneumBaeT aBTOMaTU3MPOBaHHYIO Cpeay, NOAAEPKMBAOLLYIO (PYHKLMK
©e30nacHOCTH, yNpaBneHns U COOTBETCTBUS KOHKPETHbIM TpeboBaHuAM. Bbl MoxeTe
NCNonNb30BaTbh HAAEXHYI0 peann3aumio BO3MOXHOCTEN, paHEE ONMUCaHHbIX TOMbKO B
nonuTukax, ctaHgapTax u Hopmatmeax. Kpome Toro, MoxHo obecneuvnBatb 6€30NacHOCTb U
COOTBETCTBME CTaHAapTaM NPUHYANTENBHO, YTO B UTOre NPUBOAUT K CO3AaHUIO
YHKLMOHANbHOM 1 HageXHon mogenu ynpaenenusa ans cpeg AWS.



