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ATaKkun Ha nonb3oBaTtenen. BekTopbl atak

2009 2010 2011 2012 2013
2009 2010 2011 2012 2013
Tampering [phy] 300 / Spyware/Keylogger [mal] 715 Use of stolen creds [hac] 422
Backdoor [mal] 104 Spyware/Keylogger [mal] 255 <— Spyware/Keylogger [mal] 450 Backdoor [mall 209 Export data [mal] 327
Expaort data [mal] 103 Lt Expart data [mal] FEE / Use of stolen creds [hac] 327 ﬁé Use of stolen creds [hac] 203 A Phishing [soc] 245
SQLi [hac] 7 i [hac] \\ ownloader [mal Scan network  [mal] 101 SQLi[hac] 109
Dowr [mal] /,/ \ itz J
E " )

#1 ycneluHbIX aTak:
) O\ YKpafaeHHble naponu

SQLifhac] 2 Scan networl K{mal] 62

S i (Verizon DBIR 2014)

“INonb3oBaTenun octatTCca caMbiM cnadbbiM 3BEHOM B 3aLiute”
Gartner 2013
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CoBpeMEHHbIe TEXHOSTOMMM 3aLLUTbI HE
KOHTPONMUPYIOT KIMOYEBOW BEKTOP aTak
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ATaKyloLLMe NPOHUKAIOT B CETb ObICTpEE YeM UX

oDHapyxator...

Figure 13.
Percent of breaches where time to compromise (red)/time to
discovery (blue) was days or less
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// - 2014 Data Breach Report, Verizon
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“«l'lnoxme napHu» pegko
OOIMKHbI YNOXUTCS B AHU YTOObI
caenaTb Ux paboTy, B TO BpEMS
Korga «XopoLnmMm NapHAM»
yOoaeTca crnpaBuUTbCA 3a Hegenu
Unun mecsaubl.”

- 2014 Data Breach Report, Verizon
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ObHapyxeHne 1 paccriegoBaHne atak Ha nosfb3oBarenemn

OGHapyxeHue
O hekTnBHOE OBHapyXeHne aTak

...........

Wouccess

* O6HapyxaeT gencTens
310yMbILLMIEHYMKA U €ro
npoaBwXXeHne No CeTu

* ObHapyxeHue 6e3 Tpygosarpar!
HeT HeobxoanmocTu B co3gaHnn n

nogaep)kke npasun cpabatbiBaHUs.

RAPID) | /L

PaccnepoBaHue

BbicTpoe paccnenoBaHue
WHUMOEHTOB

0185087

i®

* bbicTpoe paccnenosaHue
WHUNOEHTOB.

* OnpegenexHne BCEX y4yacTHMKOB
NHUMAEHTa

° Koppenﬂu,l/m MHUMOEHTOB CO BCEMMU
CBSI3aHHbLIMW COOLITUAMMN.

KoHTponb
[MpocTast oueHKa p1CcKoB

e oh AL Lk s A

* AHann3 ncnosib30BaHUA
noJyib3oBaTesidMn NoKaJibHbIX N
obnayHbIx cepBucos

* OTCcnexuBaHue Bcenl akTUBHOCTU
aaAMUHUCTPaTOPOB.

* [loBegeH4Yeckui aHanmna
nosib3oBaTesnien B KOPNopaTMBHbIX

obrayHbIX cepBUcax. I
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OBbHAPYXEHWE



ATaka Ha nonb3oBaTteneun “Kill Chain”: Hanbonee
4acTo uUcnosib3dyemMaa MeToanka gocTtyna u

npoaBm>xXeHn4d rno CetTn.

C6op y4YeTHbIX 4aHHbIX YaaneHHbIn 4ocTyn K

o OULNHT cem

* AHanus » [loctyn ¢ NyGrnYHbIX
ony6nmnKoBaHHbIX ceTten
B3/IOMOB * [Noctyn c TOR / proxy
* NHcangepckasa MHpo

XulleHne
MHdOopMaLn

$$$ e 3alluLLEeHHble
2] kanans

* TyHHenupoBsaHue
» ObnayHble cepBuChI

RAPIDF) = [k

/ERC

* [NpuBunNernpoBaHHbIX

[ocTyn K KpUTU4EeCKUM
XOocTam

* lAcnonb3oBaHue

CkaHvnpoBaHue Ha CosgaHune ToYku

Hannyne N3BECTHbIX Y3 BXoaa

e [lonb3oBaTenbckmx ¢ [loBbilLeHne

aKKayHTOB I'IpVIBVIJ'IGI'VII;I

e Pass the hash
aKKayHTOB

O6HapyxeHne XO0CToB

* Kputundeckme xocTthl

* C6op AONONHUTENBHbIX

npuBUNErni y4eTHbIX 3anucen

¢ [Monck KpUTUYHOM

MHopmaLmm

/|



Userlnsight: BctpoeHHOe o0OHapyxeHue
NPU3HAKOB KOMMNpOMETaLnn

userinsight

C6op y4YeTHbIX 4aHHbIX

YaaneHHbIn JoCTyn K CkaHvnpoBaHue Ha

cetu Hanmune N3BeCTHbIX Y3

» [loctyn ¢ ny6nmnyHbIx * Nonb3oBaTenbCckmx
ceTten aKKayHTOB

* [Noctyn c TOR / proxy * [MpuBUnIErMpoBaHHbIX

* OunHr

* AHanus
ony6nmnKoBaHHbIX
B311OMOB

* VMiHcanpgepckas nHpo aKKayHTOB

XvweHune [ocTyn K KpUTnyecknm
MHdOopMaLn XocTam
$$$ e 3alluLLEeHHble * lAcnonb3oBaHue
L 1 Ghans npusMUneruii

* TyHHenupoBaHue ¢ [Monck KpUTUYHOM

» ObnayHble cepBuChl NHopmaLmm

RAPIDF) [

CosgaHune ToYku
BXo4a

 [loBbilleHne
NpUBUIErnn

e Pass the hash

O6HapyxeHne XO0CToB

* Kputundeckme xocTthl

* C6op AONONHUTENBHbIX
YYETHbIX 3anncemn
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ObHapyXeHne CKOMMPOMETUPOBAHHbIX

aKKayHTOB

YKpageHHble akkayHTbl — camast
YyacTasi TodKa Bxoda Ans xakepa

Jlerknin cnocob yKpacTb akKayHT —
MCcnosib3oBaTh AaHHbIE yTEKLIne C

OPYrnX CepBUCOB (Takux Kak eBay,
Adobe, Linkedin v gp.)

Userlinsight obHapyxaet
CKOMMPOMEHTUPOBAHHbIE
aKkKayHTbl B KPYMHbIX yTeykax

RAPID) | /L

ousermsight Search
HOME LOGATIONS e
Evidence of Account [eaked |5 ACCOUNT LEAK i occunnences
Frances Roberts
.
o Account Leaked §  FrancesRoberts .

OCCURRENCES

has been reported as
leaked credential for site(s)
adobe.com

0n2013-11-25 00:00:00. Adobe
o User

frances_roberts;

time est

is associated wit
Frances Roberts by
ACTIVE_DIRECTORY

¥ 206

demo@razor com {

TORS

ACCOUNT FRANCES_ROBERTS@RAZOR.COM WAS REPORTED AS LEAKED

The account was found on & leak after an attack on adobe com. The leak was first found

/stems announced on October 3rd of 2013 that hackers
brokeinto Adobe netwaork and stole source code for a range of products, including
ColdFusion and Acrobat family of products. The breach also affected what was at that
ated to be 2.6 million users but
users. Adobe said hackers had stolen neal
records, as well as login data for an undk

was revised to include at leas
3 million encrypted customer credit card
‘mined number of Adobe user accounts. The
breach happened in early October but the stolen accounts were not published on the web
until early November. The published data includes 10s of millions of accounts with IDs,
email addresses, encrypted passwords and more NOTE: This part of the breach includes

b}

8 million

leak

SETTINGS

those accounts for which there was no password found in the breach data. Even thougha

password was not present in the published data we cannot confirm that the hacker(s)
might have simply omitted it from the data dump.
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OOGHapyxeHne nonbIToK PULLINHTIa

dunHr: 37 no NonNynAaApHOCTH
MeTOOO0J10IN'NA aTakK (Verizon DBIR 2014)

Userinsight ysegomnsiet B
cnyyae nomnyyeHus
nonb3oBarenamm
NoO03pUTENbHBIX CCbISTOK.

[To3BONSET BLIABMATL CXOXME
crnyyau
domLmnHra/HanpasneHHbIX
JoMLLIMHIOBBLIX aTak

RAPIDY) [l o



Userlnsight: BctpoeHHOe o0OHapyxeHue
NPU3HAKOB KOMMNpOMETaLnn

userinsight

C6op y4YeTHbIX 4aHHbIX

o OULLINHT
e AHanus

YaaneHHbIn JoCTyn K CkaHvnpoBaHue Ha
cetn Hanmune N3BeCTHbIX Y3

» [loctyn ¢ NyGrnYHbIX * [lonb3oBaTenbckux
ceTten aKKayHTOB

* [Noctyn c TOR / proxy * [MpuBUnIErMpoBaHHbIX
aKKayHTOB

ony6nmnKoBaHHbIX
B311OMOB

* NHcangepckasa MHpo

XulleHne

[ocTyn K KpUTU4EeCKUM
MHdOopMaLn XocTam

e 3alluLLEeHHble
G NS

* TyHHenupoBsaHue

» ObnayHble cepBuChI

* cnonb3oBaHue
npuBmnerni

¢ [Monck KpUTUYHOM
MHopmaLmm

$$5
/4

RAPIDF) = /o

CosgaHune ToYku
BXo4a

 [loBbilleHne
NpUBUIErnn

e Pass the hash

O6HapyxeHne XO0CToB

* Kputundeckme xocTthl

* C6op AONONHUTENBHbIX
YYETHbIX 3anncemn
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ObOHapyXeHne gocTyna 3M0yMbILUSIEHHUKA K CETW.

Userlnsight onpenenser
reorpaduyeckne gaHHble
nogknto4vmsBLuerocs K VPN vnu
obnayHoOMYy cepBUCY YCTPOUCTBA

Userlnsight YBegomnsieT B crnyyae
ncnosnb3osaHusa TOR/Proxy

RAPID) | /L

o userinsight search %206
HOME LOCATIONS C C

THREATS

. MULTIPLE COUNTRY AUTHENTICATIONS (12 0GCURRENCES L]

s Directorof QA Engines
v Elias Boone  nisciorofos Eng g

W su
Mfailt
ERVI COUN ZA1 IME/DAT ™
D = 54 AM [ ] =
United 00
State:
0 B Three o =
e Ingres: cation United
S, OW d
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Userlnsight: BctpoeHHOe o0OHapyxeHue
NPU3HAKOB KOMMNpOMETaLnn

userinsight userinsight

C6op y4YeTHbIX 4aHHbIX YaaneHHbIn 4ocTyn K CkaHvnpoBaHue Ha

o OULLINHF cetn Hannyme N3BecCTHbIX y3

* AHanun3 » [ocTtyn ¢ ny6nn4yHbIX * [Monb3oBaTenbCKUX
ony6rnMKoBaHHbIX ceten aKKayHTOB

B3ITOMOB » [octyn c TOR / proxy * [puBMNErMpoBaHHbIX
* VMiHcanpgepckas nHpo aKKayHTOB

CosgaHune ToYku

BXoJda

 [loBbilleHne
NpUBUIErnn

e Pass the hash

XvweHune [ocTyn K KpUTnyecknm O6HapyxeHune XocToB
MHopmaLmn XocTam * Kputunyeckme xocThl
$$$ e 3alluLLeHHble * Vcnonb3oBaHue * C6op AONONHUTENBHbIX
L] hans npuBMmnerui yYeTHBIX 3anuceit

* TyHHenupoBaHue ¢ [Monck KpUTUYHOM
» ObnayHble cepBuChl NHopmaLmm

RAPIDF) [ .



Onpeu,enﬂeT NOMNbITKN 31T0YMbILUJTIEHHUKA CO6paTb

onoJiHnuTerbHblE YHETHbIE laHHbIE

[ononHutenbHble akkayHTbl NO3BONSIOT 310YMbILLNIEHHUKY MOAYYUTb AOCTYN K YyBCTBUTENbHbLIM

AaHHbIM U cuctemam

Userlnsight onpegenseT nonbITkM 3110yMbILUNEHHUKA NONYYUTb HOBblE AOCTYMbI W NPUBUNErNN:

. OnpepensieT ckaHupoBaHue LDAP (c nomoLupbto honey user)

*  OnpepensieT NoBblLEHUE NPUBUNETNIA

*  KoHTponupyeT no6aBrneHne HOBbIX aAMUHNCTPATOPOB

. OnpepnensieT pa3briokMpoBKy paHee 3abrNoKMPOBaHHbIX akkayHTOB

M Onpe/:lerlﬂeT HeLieneBsoe NUCMNosib30BaHNe CePBUCHbIX aKkayHTOB

APID) L.

o userinsight

Evidence of Honey user
authentication
Samuel Bailey

e Asset Accessed
303PM4/22

ysuccessiully accessed
ax-t590-8988 using ntimssp at

0303:07 PM 4/22/14 (UTC-
02.00)

sbailey s associated with user
Samuel Bailey by Active
Birectory

LOCATIONS SERVICES

L 22 lital asher@rapid7.com -
INCIDENTS THREATS COLLECTORS SETINGS
0-®  HONEY USER AUTHENTICATION 20 0CCURRENCES|
T T2y
OCCURRENCES

wana
uTc0s00

2308
s
uTc0s00

ATTEMPTED AUTHENTICATION TO HONEY USER ACCOUNT SBAILEY ON ASSET LAX-T590-8988

Account sbailey for honey user Samuel Bailey had & successful authentication attempt on asset lax-
1590-8088

ATTEMPTED AUTHENTICATION TO HONEY USER ACCOUNT SBAILEY ON ASSET LAX-T590-8988

Account sbailey for honey user Samuel Bailey had & successful authentication attempt on asset lax-
1590-6988,

ATTEMPTED AUTHENTICATION TO HONEY USER ACCOUNT SBAILEY ON ASSET WAS-T777-
6987.TOR.RAZOR.COM

Account sbailey for honey User Samusl Bailey had & successful authentication attempt on asset was-
{777-6387 tor razor.com from asset lax-t530-8983

. ATTEMPTED AUTHENTICATION TO HONEY USER ACCOUNT SBAILEY ON ASSET WAS-T777-
¥ 6937.TORRAZOR.COM

Account sbailey for honey user Samuel Bailey had & successful authentication attempt on asset was-
{777-6987 tor razor.com from asset lax-1530-8988

ATTEMPTED AUTHENTICATION TO HONEY USER ACCOUNT SBAILEY ON ASSET LAX-T590-8988

Account sbailey for honey user Samuel Bailey had 2 successful authentication attempt on asset lax-
0-8988

. ATTEMPTED AUTHENTICATION TO HONEY USER ACCOUNT SBAILEY ON ASSET LAX-T500-8928

Account sbailey for honey user Samuel Bailey had & successful authentication attempt on asset lax-
1590-6988

. ATTEMPTED AUTHENTICATION TO HONEY USER ACCOUNT SBAILEY ON ASSET WAS-T777-
6987.TORRAZOR.COM

Account sbailey for honey user Samuel Bailey had 2 successful authentication attempt on asset was-
1777-6387 tor razor.com from asset lax-t530-8988

_ ATTEMPTED AUTHENTICATION TO HONEY USER ACCOUNT SBAILEY ON ASSET WAS-T777-

14|



Userlnsight: BctpoeHHOe o0OHapyxeHue
NPU3HAKOB KOMMNpOMETaLnn

C6op y4YeTHbIX 4aHHbIX YaaneHHbIn 4ocTyn K CkaHvnpoBaHue Ha CosgaHune ToYku
o GO cetn Hannyme N3BecCTHbIX y3 BXo4a

» AHanus » [loctyn ¢ NyGrnYHbIX * [lonb3oBaTenbckux * [loBbilweHne
ony6n1KoBaHHbIX ceTten aKKayHTOB npuBMNErnin

B3ITOMOB » [octyn c TOR / proxy * [puBMNerMpoBaHHbIX » Pass the hash

* VMiHcanpgepckas nHpo aKKayHTOB

XvweHune [ocTyn K KpUTnyecknm O6HapyxeHune XocToB
MHdOopMaLn XocTam

$$$ e 3alluLLEeHHble * lAcnonb3oBaHue
L] hans npvBMNerni

* TyHHenupoBaHue ¢ [Monck KpUTUYHOM

+ ObnayHble cepBuChl MHopmMaLmu

* Kputundeckme xocTthl

* C6op AONONHUTENBHbIX
YYETHbIX 3anncemn

RAPIDF) [ .



Detect Attacker’s Access Critical Assets

Userinsight ysegomnser
B Cryyae nogknyeHnd

sssss

TTTTTTTTTTTTTTT

HOBOI'O MNMOJ1b30BaATESIA

sssss

NN YCTPOMNCTBA K

KPUTNHECKNM XOCTaM.

ccccccccccc

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\
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OnpeuenﬂeT NMOMbITKN CMNpPATATb dKTUBHOCTDb

YHacTo 3M10yMbILUNEHHUKN, B
cllyyae ycriexa ouuLaroT
3a cobon noru, 4Toobl
CKpPbITb CBOI aKTUBHOCTb

Userinsight onpegensieT n
CUTHanNuU3npyeT o
NoaobHOW aKTUBHOCTU

RAPIDY)
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Evidence of Log deletion 5
Doris Rogers

] D Ri
o Cleared Logs w Donehogers

drogers cleared event logs on
607 USERS
com using

windows event viewer

USER

DETECTION EVASION - EVENT LOG DELETION /4 GCCURRENCES

DEPARTMENT TITLE

o User Doris
droners is associated with user
Doris Rogers by Active
Directory ASSETS

HOSTNAME

PRIMARY USER

607-

OCCURRENCES

ACCOUNT DROGERS CLEARED EVENT LOGS

Account drogers cleared the event logs on asset lax-t607-5235.tor.razor.com.

ACCOUNT DROGERS CLEARED EVENT LOGS

Account drogers cleared the event logs on asset lax-t607-5235 tor.razor.com.

ACCOUNT DROGERS CLEARED EVENT LOGS

Account drogers cleared the event logs on asset lax-t607-5235.tor.razor.com.

ACCOUNT DROGERS CLEARED EVENT LOGS

Account drogers cleared the event legs on asset lax-1607-5235.tor.razor.com,

17|
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Jlerkoe npuHATHE peLleHnA

Evigence of Multiple countries % MULTIPLECOUNTRY AUTHENTICA
Pablo Robbine —

° Ingreze Authentication
5 O

ONS 6 OCCURRENCES

s PasioReosing
W ecrvica Twar souar e

CObop gokasartenbCcTB No -
Ka>XgoMy UHUMAOEHTY g

Y o
Hn3kun ypoBeHb .
NOXHbIX cpabaTbiBaHUM o=

RESWT  TvpE

ABTOMAaTMYECKN NOUCK | =

coObITUN ; .

UTHENTICATED FROM 2 COUNTRIES IN 5 MINUTES 40 SECONDS

ACCOUNT PROBBIN:

= from
. ACCOUNT PROBBINS AUTHENTICATED FROM 2 COUNTRIES IN 43 MINUTES 48 SECONDS
v = Fom
LCET] | ACCOUNT PROBBINS AUTHENTICATED FROM 2 COUNTRIES IN 53 MINUTES 28 SECONDS
e
moasan v z from
3| ACCOUNT PROBBINS AUTHENTICATED FROM 2COUNTRIES INZSMINY - _ |
L from @ Cisco AnyConnect Secure M
VPN Credentials required to connect.
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ABTOMaTM4eCKOE CONOCTAaBIEHMNE AaHHbIX O

yrpo3ax nosib3oBaresidx U XoCtax

CoBop nHdopmauum o
YA3BUMOCTAX XOCTOB (c
nomMmoubio Nexpose)

APID) L.

@ MFSA2014-29 Firefox: Privilege escalation using WeblDL-implemented APIs (CVE-2014-1510)

THREATS
TYPE  NAME SOURCE DESCRIPTION
EXPLOIT  Mozila This exploit dynamically creates a xpi addon file. The resulting bootstrapped Firefox addon is presented to the victim via a web page. The victim's

Firefox
Bootstrapped
Addon Social
Engineering
Code
Execution

Firefox browser will pop a dialog askingif they trust the addon. Once the user clicks ‘install, the addon is installed and executes the payload with full
user permissions. As of Firefox 4, this will work without a restart as the addon is marked to be “bootstrapped”. As the addon will execute the payload
after each Firefox restart, an option can be given to automatically uninstall the addon once the payload has been executed. On Firefox 22.0-27.0,

CVE-2014-1510 allows us to skip the first half of the permissions prompt

USERS

NAME

DEPARTMENT

ASSET

Alan Gonzales

Alan Gonzales

Albert Morris

AlfonsoVaughn

Allison Meyer

Security Solutions

Security Solutions

IT Department

Sales Operations

Security Solutions

ams-t734-1037 tor.razor.com

bos-1639-7279.tor.razor.com

bos-1808-4083.tor razor.com

cam-1560-8309 tor.razor.com

ams-t801-8750 tor.razor.com

LEAVE Fi
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KOHTpOInb BCEX aKTUBHOCTEWN
nonb3oBaTeneu

BuonmocTtb BCcen perneBaHTHOM
NHopmaumum o
Nofib30BaTEeNIbCKOW aKTUBHOCTU
— UCMOoJIb3yeMble XOCThl,
KOpnopaTuBHbIE CEPBUCHI,
yCcTpoucTBa, obrnayHbie
CepBUCHI, reonokauus v ap.

RAPID? | [k y
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KoHTponb BCex akTUBHOCTEN aMUHUCTPATOPOB

88% MHLMOEHTOB C pasrnalleHnem .h
NHoOpMaLMM MHCaANaepom =
coBepLMnncb bnarogaps
3noynoTpebneHnemM nNpuBUnerni
(Verizon DBIR)

PR aR2T N Mav 11 Mav18 My 2s

uuuuu

KoHTponupyinte noseneHue
KPUTUYECKUX aKKayHTOB AJ1H
BbISIBIIEHNA aTak.

Pearnpymnte Ha nogospuTenbHble
OencTBus adMUHUCTPaTOPOB

RAPIDY) [l .



KoOHTpOnb nokauun NoaknoyeHns

O630p ycnewHbIx/ HeyCneLHbIX B
ayTeHTudukaumi kK VPN / owa /
Activesync / cloud services n gp. e e o
KoHTporb noaknoyeHumin us : °©0
HEN3BECTHbIX U/MNU HEOObIYHBbIX o
MECTOMONOXEHUN
clous srvecs EEERZE =
vauv:&:z
4
] [ s d 0 &
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Y3HanuTte Kakmmum oobrnadvyHbIMM ceBucamm
NONb3YyTCA BalLUM COTPYOAHUKN

Kak n koraa 6bIn ncnonb3oBaH e
obriayHbIN cepBUC A e e
TecHas nHTerpaums c AWS, 5 et '
salesforce.com, Google Apps, s g e e
box.com and Okta, BbigBNaeT j - =
KOMMNPOMEHTAaLUIO aKkayHTOB e

9 L GoogleDrive ~ Swrage

10 & eomoe Productivity

a.,

RAPIDY) = /fo= -



BbiasnanTte HapyLwweHUA NONUTUK,
3noynoTtpebrieHne npaBamm, ya3BMMOCTH

o Shared Accounts

TARGET ACCOUMT ‘SOURCE ACCOUNTS LasT sz

AKKayHTbl C HEUCTEKaOLMMMU
naponsimu

OOLwme nnm cea3aHHbIe
aKKayHTbI

Q Exploitable Vulnerabilities

N36bITOYHbIE NPUBUNETN

RAPID) | /L
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PaccnepoBaHue KoHTponb OGHapyxeHue
BbicTpoe paccnenosaHve [NpocTas oueHKa pucKoB SdhpekTBHOE OOHapYxeHne
NHLUMOEHTOB aTak
D D !
—_ EN— —
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[Touemy Userlnsight ny4yweSIEM?

bbicTpoe OxBaT Bcex
paccnegoBaHue CEepBUCOB

[eTekTnpoBaHue
aTak Ha
nonb3oBaTeneun

RAPID) | /L
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[Touemy Userlnsight moxeT 3ameHnTb SIEM?

O6HapyxeHune atak u
paccrnegoBaHue
NHUWOEHTOB «N3 KOPOOKN»

«Mbl otaen Vb cocTosawen ns 2x
yerioBek. PaHblLe Mbl UCMOMNb30Banm
nokanbHyto SIEM, HO cenyac mbl

[loBegeH4eckmnm aHanmsa «u3 OTKasanucb OT 3TOro peLleHns, Tak Kak

KOPOOKU» Onga Hac BaXXHO MakCcuMarbHO

MCNonb3oBaTb Pecypcobl angd

obecneyeHns 6e3onacHoOCTU U Mbl HE

MOXXEM BblOeNnUTb OTAENbHOro YeroBeka

Onst KOHTpona n HacTpoukn SIEM ans

NoSly4YeHUs peneBaHTHbIX JaHHbIX

YBeaoMneHus o
3MN0ynoTpedneHunsix u
HapyLIEHNAX NOMNUTUK «N3
KOPOOKN»

Marketing company

RAPIDY) [l o



[Touemy Userinsight Hy>keH KOMNaHUAM Y
KOTOPbIX YXXe eCTb SIEI\/I?

YBenuyeHune apPeKTUBHOCTU: CHXKAET s EXte”S'V Team-
HeoBX0AMMOCTb HanucaHusa npasun . SOLu?ges ) - nﬂ ! ra) ra‘fgtns built )
koppensauum B SIEM o queries
BuanT cobbiTna, KOTopble HEAOCTYMHbI
SIEM: npoaBwxeHne 3noyMblLINIeHHUKA, o ‘e
NCMNONb30BaHNE aKKkayHTOB o
HeaBTOPU30BaHHbIMM NOALMN, U AP. Log o
e _Sources
CokpaluaeT BpeMs Ha paccrnegoBaHme ® P
MHUMOEHTOB: OTKyAa Hayanacbh ataka, P
Kak 3510yMbILUSIEHHVK MblTancd
NPOHUKHYTb B CETb, KAKNE aKKayHTbI .
noctpaganu ot NencTemn Mbl ncnosibdyem Lothythm, HO HE npun pa60Te
3M10yMbILUSTEHHUKA. OYEeHb TPYAHO NOMYYNUTb KOHTEKCT Nnosiy4aemblX

AaHHbIX. Userlnsight BeisiBnsieT cobbiTUs, KOTopble
Mbl HE CMOITIN BbIABUTb C MOMOLLIbIO KOppensauumn B
SIEM.”

RAP'DB m//m Non-profit association "



ObHapyxaeT ckaHUpoBaHUE CETEN
3M0OYMbILLUIIEHHUKOM A1 MOUCKa XOCTOB

KonnekTop honeypot, B
Userlnsight obHapyxaeT
CKaHMPOBAaHME XOCTOB, YTOObI
BOBpPeEMS npeceyb JEUCTBUS
3M10YMbILUIIEHHUKOB U HE OaTb
MM ODHapPYXUTb KPUTUYECKNE
XOCTBbI.

RAPID) | /L

euserinslgnt ¥ a1 lital asher@rapid7.com ~
HOME LOCATIONS SERVICES INCIDENTS THREATS COLLECTORS SETTINGS
Errezreealili vry i sz ©0©  HONEYPOT ACCESS 2 0CCURRENCES
Kelly Hoffman
5 Kelly Hoffman
e Honeypot Connection Ll ©
bos-365-9212 torrazor.com
attempted to connect to the. USERS
network honeypot on port 80 2
eSS TuTen USER DEPARTMENT e
10:57:36 AM 5/8/14 (UTC-
04:00) and ending at 10:57:43 Kelly Hoffman Pecple Strategy People Strategy Ceordinator (@]
AM 5/8/14 (UTC-04:00)
o IP Address ASSETS
Cam DHCP @
HOSTNAME PRIMARY USER

Kelly Hof

OCCURRENCES

or asset bos-365-
or.com . Asset is
cisted with acoounts:

ACCOUNT KHOFFMAN ATTEMPTED 2 CONNECTIONS TO HONEYPOT
Account khoffman on Asset bos-1365-9212 tor.razor.com attempted to connect to network honey pot.on
port 80, 2 time(s) using TCP.

ACCOUNT KHOFFMAN ATTEMPTED CONNECTIONS TO 2 HONEYPOT PORTS

Account khoffman on Asset bos-t365-9212 tor.razor.com attempted to connect to network haney pot on
2 ports a total of 7 times(s) using TCP.
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OOHapykeHne atak n paccrnegoBaHue UHLUUOEHTOB
3aHMMaeT CITULLKOM MHOIo BpeMeHMU!

85% of

Attacks

O6HapyxeHune
85% arak
3aHMMaeT Hegenu,
13% atak
obHapyxaetcs
CrycTs Mmecsiubl
Verizon DBIR 2014

RAPID) | /L

86% of

security
professionals

86% cneunanucTos
no 6e3onacHoCTH
cymnTarT
paccrnegoBaHue
WHUNOEHTOB CITIULLKOM
ANATENbHbIM

Ponemon Institute LLC,
2014

74% of

security
professionals

76% cneunanncToB
no 6esonacHoCTH
CYUTAIOT YTO Ans
bonee achdpekTMBHOIO
paccrnenoBaHus
peLUeHnsIM He
XBaTaeT UHTerpaumm
mMexay cobon.

Ponemon Institute LLC,

2014
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Userinsight — Sources of Data

On-Premise Data Third Party Context
Grlesforce
I‘l" . .
amazon  Google — " userinsight

Secure Data
Transmission Analytics

DDD t

Mobile Devices

RAPID)

Key Cloud Services

» userinsight

Monitor User
Activity & Threats
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Userinsight — kak aTo pabotaer

CUSTOMER NETWORK

Foundation Source
S
< E e & B &
— [T ]
SSL Encrypted
Value-Add Sources Collector Channel : >
==
-
SIEM

RAPIDY) [l .



THANK YOU

Softprom by ERC — opuumansHbeiv oucTprubbioTop komnaHum Rapid7 Ha
Tepputopun ctpan CHI.

Rapid7 @softprom.com | www.softprom.com



