
Targeted oil, gas, telecom, energy and government 
organizations in the Middle East and southern Europe.

First seen in January 2019, LockerGoga hit Altran 
Technologies and in March it took Norsk Hydro one of the 
largest aluminum producer’s production offline. Since then, 
LockerGoga has hit additional organizations including 
Hexion and Momentive.

LockerGoga

Shamoon3

Hundreds of thousands of routers in more than 50 
countries were compromised by malware dubbed 
VPNFilter. When placed on a router, this malicious code can 
spy on traffic passing through the router. The malware can 
also “brick” the device it runs on, rendering it inoperative.

VPNFilter

Alert (TA18-074A)

The attack was estimated to have affected more than 200,000 
computers across 150 countries, with total damages ranging from 
hundreds of millions to billions of dollars. Security experts believed 
from preliminary evaluation of the worm that the attack originated 
from North Korea or agencies working for the country. One of the 
largest agencies struck by the attack was the National Health Service 
hospitals in England and Scotland, and up to 70,000 devices – 
including computers, MRI scanners, blood-storage refrigerators and 
theatre equipment – may have been affected. Nissan Motor 
Manufacturing and Honda halted production after the ransomware 
infected some of their systems. Renault also stopped production at 
several sites in an attempt to stop the spread of the ransomware. 
Spain's Telefónica, FedEx and Deutsche Bahn were hit, along with 
many other countries and companies worldwide.

Wannacry

Attackers, believed to work for a nation state, used sophisticated 
malware – called Triton – to infiltrate one of Schneider’s Triconex 
safety systems. It’s these safety systems that shut down 
operations in nuclear facilities, oil and gas plants, water treatment 
facilities and more when hazardous conditions are detected.

Triton

Petya and NotPetya hit in June and ravaged a wide range of 
companies including FedEx, Durex, Maersk, and Merck. It's prime 
focus was to encrypt files and wipe the boot record. Some believe 
the Russian military was responsible for the attack.

 

Petya

This new form of advanced targeted attack has also hit 
the UAE and some countries in Asia, Europe and the 
Middle East. Industries affected included engineering, 
manufacturing and shipping.

 

Op Ghoul

The attack targeted ICS, energy, government and media in the 
Ukraine and impacted other ICS/SCADA organizations worldwide.

 

Black Energy

Industroyer (also referred to as Crashoverride) is a malware 
framework considered to have been used in the cyberattack on 
Ukraine’s power grid on December 17, 2016. The attack cut the 
power in Kiev for one hour. The Kiev incident was the second 
cyberattack on Ukraine's power grid in two years.

Industroyer

2018

2019

Havex malware in an espionage campaign against 
energy, aviation, pharmaceutical, defense, and 
petrochemical victims in primarily the United States and 
Europe. The attack targeted over 2,000 sites in these 
regions and sectors.

Havex

A German steel mill was the target of a cyberattack 
when hackers successfully took control of the 
production software and caused significant material 
damage to the site. This was reportedly accomplished 
through spear phishing and ultimately gained control of 
(and subsequently destroyed) HMIs.

Steel Mill Attack

2014

The attacks targeted “specific organizations” in Eastern Europe 
such as the Russian Federation, but there have been victims 
from 69 countries including the United States. Targets include 
eight categories: Government, Diplomatic / embassies, 
Research institutions, Trade and commerce, Nuclear / energy 
research, Oil and gas companies, Aerospace and Military.

Red October
2013

Believed to have targeted Saudi Aramco and RasGas. 
Initially impacted 35,000+ computers. Final full damage 
report is unknown.

Shamoon

Initially targeted defense and aviation companies. Later 
shifted to target energy companies in the US and Europe. 
The attacks were built to be persistent, pilfer data and then
sabotage equipment. Attack vectors included spam emails, 
watering holes and compromising third-party software.

Dragonfly

2012

The attacks hit at least 71 organizations, including defense 
contractors, businesses worldwide, the United Nations 
and the International Olympic Committee.

Night Dragon

This was the event that demonstrated what was 
possible when hacking operations technology. An 
extremely sophisticated computer worm, its purpose 
was not just to infect PCs but to cause real-world 
physical effects. Specifically, Stuxnet targeted 
centrifuges used to produce the enriched uranium that 
powers nuclear weapons and reactors.

Stuxnet

Adobe Systems, Juniper Networks and 
Rackspace have publicly confirmed that they were 
targeted. According to media reports, Yahoo, 
Symantec, Northrop Grumman, Morgan Stanley 
and Dow Chemical were also among the targets. 
Full impact is unknown.

Aurora

2015

2011

2010
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and protect them from cyber-attacks, insider threats and human error.

The Indegy Industrial Security Suite is delivered as an all-in-one turnkey appliance. It is purpose-built to provide real-time 
situational awareness and visibility for ICS networks. The three-tier deployment model supports monitoring of multi-switch 
environments and various network topologies.

To learn more please visit indegy.com 

© 2019 Indegy, Inc. All rights reserved. Indegy is a registered trademark of Indegy, Inc. 

All other brands, products, or service names are or may be trademarks or service 

marks of their respective owners.

2016

This decade began with an event that, like 9/11, sent the message of something changing in a way we knew could never go back. Since 
the Pandora’s box of the Stuxnet virus, we have seen numerous attack variations that have demonstrated how these threats can manifest 
themselves into serious, sometimes massive, costly damage.
Basic monitoring of industrial systems for any type of critical infrastructure is necessary because you need to know the details any time a 
change is made to your operations network (i.e. who, what, when, etc.). Whether it’s malicious or accidental is inconsequential – you just 
need the data to solve for it. In the event of a major attack, however, so much more is at stake. Will it happen? Could it happen? What do 
we need to do if it happens to our network? All reasonable questions. For now, any organization can make the case based on what we 
know has already happened.

Cyber Attacks on Critical Infrastructure 
A Historical Timeline
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In March 2018 a Technical Alert (TA) was issued as a result of 
analytic efforts between the Department of Homeland 
Security (DHS) and the Federal Bureau of Investigation (FBI). 
This alert provided information on Russian government 
actions targeting U.S. Government entities as well as 
organizations in the energy, nuclear, commercial facilities, 
water, aviation, and critical manufacturing sectors. It also 
contains indicators of compromise (IOCs) and technical 
details on the tactics, techniques, and procedures (TTPs) 
used by Russian government cyber actors on compromised 
victim networks. DHS and FBI produced this alert to educate 
network defenders to enhance their ability to identify and 
reduce exposure to malicious activity.

$52M In 1st qtr losses

30,000+ Workstations destroyed

$4B Est. losses

$10B Est. losses

30 Countries impacted

21 Lines of code killed 
power for 80,000 people

69 Countries infected

200,000+ Computers infected
1,000 Centrifuges degraded

2017

https://in.reuters.com/article/norsk-hydro-outlook/norsk-hydro-expects-cyber-attack-costs-of-up-to-52-mln-in-q1-idINASP0010T3
https://www.cio.com/article/2371067/-shamoon--virus-that-devastated-saudi-oil-co--likely-to-have-done-more-damage.html
https://www.cbsnews.com/news/wannacry-ransomware-attacks-wannacry-virus-losses/
https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/
https://securelist.com/operation-ghoul-targeted-attacks-on-industrial-and-engineering-organizations/75718/
https://www.wired.com/2016/01/everything-we-know-about-ukraines-power-plant-hack/
https://www.computerworld.com/article/2474163/red-october-5-year-cyber-espionage-attack--malware-resurrects-itself.html
https://www.techrepublic.com/article/stuxnet-the-smart-persons-guide/
https://www.indegy.com/?utm_campaign=Indegy%20Home%20Page&utm_source=Incidents%202019%20infographic

