
1 Threat Research: How Bots Affect E-commerce



How Bots Affect E-commerce

TABLE OF CONTENTS

Executive Summary of Findings 3

Introduction to the Bad Bot Problem 5

The E-commerce Bot Problem 5

Website Availability and Conversion Rates Matter in E-commerce 7

Don’t Believe the Hype 7

Bots in the E-commerce Ecosystem 8

E-commerce Web Property Structure 9

Bot Operators: Competitors 10

Bot Operators: Resellers 10

Bot Operators: Investment Companies 10

Bot Operators: Criminals 11

How Bots Affect E-commerce 11

Competitive Price Scraping Affects Revenue 12

Information Scraping Bots Affect Share Price 12

Duplicate Website Content Affects SEO 12

Denial of Inventory and Scalping: Creating the Reseller Market 12

Accessing Customer Accounts Causes Brand Damage 13

Gift Card Fraud Costs Are High 13

Fraud: The Costs of Doing Business? 13

Higher Infrastructure Costs 13

The Equation of How Bots Affect E-commerce 14

Methodology 15

The Bots on E-commerce Platforms 16

How Bad is Bad? 16

E-commerce Bot Sophistication Rises 18

Mobile versus Desktop Bots 19

Top Self-Reporting Browsers 20

Bad Bots Originated from the USA 21

E-commerce Bots by Day of the Week 22

Popular Automated Tools Used on E-commerce Domains 23

Bots Perform Account Takeover 24

Recommendations 25

About Imperva Bot Management 27

About Imperva Application Security 27



3 Threat Research: How Bots Affect E-commerce

Executive Summary of Findings 

BAD BOT TRAFFIC PERCENTAGE - ALL INDUSTRIES 20.4% 1

BAD BOT TRAFFIC PERCENTAGE - E-COMMERCE 17.7%

HIGHEST BAD BOT TRAFFIC PERCENTAGE ON AN 
E-COMMERCE DOMAIN

99.15%

NUMBER OF E-COMMERCE DOMAINS WITH GREATER 
THAN 30 PERCENT BAD BOT TRAFFIC

77

Bots By The Numbers

Four Groups Attack E-commerce Businesses With Bots

WHO LAUNCHES BOTS BOT OBJECTIVES

Competitors
Scrape comparative pricing to offer better price.
Scrape market intelligence data for expansion into new markets.

Resellers
Scrape product information.
Continuously check inventory of high demand items (e.g. Grinchbots) and limited 
edition items (e.g. Sneakerbots) to instantly purchase any available items. 

Criminals

Account takeover to access customer accounts to commit fraud.
Compromised accounts suffer from loyalty program fraud, loss of personally 
identifiable information, and credit card abuse.
Gift card fraud.

Investment Companies
Scrape information to gather “alternative data” to determine the health of the 
business for investment purposes.

1 2019 Bad Bot Report: The Bot Arms Race Continues
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CHROME 66.0%

FIREFOX 13.6%

SAFARI 6.8%

SEM-RUSH 4.9%

ANDROID 2.2%

Top 5
E-commerce Bot Favorite 
Fake Identity

Bot Sophistication on E-commerce Rises

BOT SOPHISTICATION E-COMMERCE DOMAINS 20181 E-COMMERCE DOMAINS 2019

Sophisticated 21.4% 23.5%

Moderate 54.4% 55.7%

Simple 24.2% 20.8%

USA 63.6%

GERMANY 10.1%

FRANCE 6.2%

CANADA 5.5%

CHINA 4.9%

Top 5
E-commerce Bot Traffic 
Originating Country

1 2019 Bad Bot Report: The Bot Arms Race Continues
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Introduction to the Bad Bot Problem

Bad bots are a problem faced by every business with an online presence. 
Every website, mobile app, and the APIs that power them, are attacked 
by bots around the clock. According to the annual Bad Bot Report, only 
62.1 percent of web traffic is generated by actual humans—the rest is 
bots. While some bots are welcomed by businesses, like search engines, 
there are other nefarious bots that are unwanted and dangerous. These 
bad bots comprise 20.4 percent of all web traffic2.

The E-commerce Bot Problem

The e-commerce industry suffers from a wide range of bad bot problems. 
The variety of bad bot attacks is more diverse in e-commerce than in many 
other industries. In previous bad bot reports, the proportion of bad bots 
amongst e-commerce companies was 18.0 percent3, which was better than 
the average for all industries of 20.4 percent.

“Bad bots comprise 
20.4 percent of all web 
traffic.”

2019 BAD BOT REPORT:THE BOT 
ARMS RACE CONTINUES

2/3 2019 Bad Bot Report: The Bot Arms Race Continues
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In this new study, the proportion of bad bots is very similar at 17.7 percent 
of all traffic. The volume of humans remains steady at 69.2 percent while the 
volume of good bots is slightly higher at 13.1 percent. While the volume of 
bad bot traffic is not as high as other industries like ticketing or airlines, the 
functionality that bots abuse on e-commerce sites is more varied.

Legislation focused on the bot problem is still limited but is increasingly 
being proposed and enacted. In the USA, the 2016 Better Online Ticket 
Sales Act (commonly known as the BOTS Act) outlawed the resale of tickets 
purchased using bot technology complete with fines for any violations. The 
United Kingdom, Australia and parts of Canada have also enacted similar 
legislation. 

Outside of the ticketing industry, the US Congress has also proposed the 
Stopping Grinchbots Act of 2018, which is focused on a specific bot problem 
faced by e-commerce retailers. Understanding the impact of this proposed 
legislation and how it will be enforced in a borderless internet is still unclear.

“The US Congress has 
also proposed the 
Stopping Grinchbots 
Act of 2018, which is 
focused on a specific 
bot problem faced by 
E-commerce retailers.”
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“Bots are not benign. 
They are on websites 
or mobile apps for a 
reason, and that reason 
is to make money.”

Website Availability and Conversion Rates 
Matter in E-commerce

In the ultra competitive environment of e-commerce, where similar products 
are only a click away on another website, converting a visitor to a customer 
is of paramount importance. E-commerce is focused on revenue from these 
conversions and understands the lifetime value of a satisfied customer. 
Unfortunately, in an environment where traffic is polluted by bots, metrics 
become difficult to believe and have a major impact on the accuracy of 
conversion rates. 

Beyond analytics, aggressive scrapers and other bad bots potentially 
slow the website down, or worse, cause downtime. Poor performance 
and outages potentially force a customer to another site within seconds 
and the conversion is ultimately lost. Peak times like Black Friday, Cyber 
Monday, Cyber Week, or January Sales, when the volume of humans is at 
its highest, place a strain on infrastructure. It is vital to understand that any 
downtime in e-commerce equals lost revenue. Many e-commerce companies 
fail to consider the part that bots play in causing website availability and 
performance problems.

Don’t Believe the Hype

Bots are not benign. They are on websites or mobile apps for a reason, and 
that reason is to make money. Anywhere there is money to be made, the 
adoption of technology can make it faster and more efficient than using 
humans. Ticketing for sporting events and concerts has long suffered from 
the problem of bots continuously checking for inventory then buying any 
newly released seats to scalp on secondary markets, creating frustrated fans 
who can’t compete with automated technology. 

This same behavior is also prevalent in retail e-commerce. Brands like Nike 
and Supreme continuously release limited edition sneakers. Enthusiasts, 
known as sneakerheads, take advantage of the hype and deploy bots that 
jump to the front of the line. Costing only a few hundred dollars, these 
sneakerbots from websites like hypebots.org, anothernikebot.com, and 
aiobot.com are used to purchase limited edition sneakers only to resell them 
at inflated prices elsewhere. 
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Sneaker manufacturers frown on these bots because these customers are 
not human and don’t have a strong, on-going relationship with the brand. 
More importantly, they don’t make additional purchases of other items. 
Furthermore, after falling for the hype around the new shoes, real customers 
end up frustrated when they are denied access to the inventory because 
sneakerbots beat them to the purchase.

This phenomenon is not limited just to sneakers. During the 2019 Defcon 
security show, there was a session explaining how to use bots to get your 
favorite items of clothing called Rise of the Hypebots: Scripting Streetwear. 
Any limited edition or difficult to find item is the target of these hypebots 
and the game favors those using automation. For bot operators, their 
business survives on the hype—and using bots.

hypebots.com
Lists the top 5 bots for purchasing 
sneakers. Includes Supreme, Nike, 
and Adidas.

anothernikebot.com
Offers Supreme and Nike bots for sale

aiobots.com
“The #1 sneaker bot” with testimonials 
and reviews for $325.

Bots in the E-commerce Ecosystem

This report is the first industry specific study into the round-the-clock damage caused by bots on 
e-commerce websites, APIs and mobile apps. Before delving into the statistical data, it is helpful 
to understand why bots are used, which type of bot operator is using them, and what the business 
impact is on e-commerce companies.








































