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Smart Factories

e Industrial process
automation/optimization
e Energy Management



Smart Logistics

e Fleet Tracking
e Platooning
e Connected Vehicles



Digital Health

Ultraviolet Radiation
Monitoring

Fall Detection

Companion Robots

Medical Fridges

Patient Surveillance/Remote
Patient Monitoring



Smart Retalil

Supply Chain Control
Near Field
Communication (NFC)
Payment

Layout Optimization
Smart Product
Management



Smart Cities

Outdoor surveillance

Smart lighting

Electronic Road Toll
Collection and Traffic
Management

Smart parking

Noise Monitoring

Structural Health Monitoring
Waste Management



Smart Home

Remote Control Appliances
o turning on lights,
o starting the coffee
maker,
o setting temperature,
o open up a music
playlist,
o locking doors
Home Intrusion Detection
Systems:
o Smart locks
o Motion detection



Benefits of Using an loT Platform

e Faster deployment e Reduced investment to set up an loT system






How AWS loT works



Amazon loT Services
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loT Devices Protocols

Other lIoT Devices

e MQTT
e HTTPS
e |LoRaWAN

AWS loT GreenGrass, AWS loT SiteWise
(OPC UA, MODBUS, TCP/IP)

~
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AWS loT Core

MQTT (Message Queue Telemetry Transport)
HTTPS

WebSockets

LoRaWAN (Long Range wide-area networks)

)




AWS Timestream - Serverless Time series DB



FreeRTOS

FreeRTOS — MHorosaga4yHas onepaunoHHasa cuctema
peanbHOro BpeMeHu A5 BCTpanBaeMbIX CUCTEM



FreeRTOS



AWS loT Greengrass



AWS loT Greengrass
for Industrial Facilities



AWS loT Greengrass



Converting protocols on AWS loT Greengrass



AWS loT Greengrass ML Inference

e Greengrass BkrnoyaeT cpeqy rnybokoro obyvyeHma Amazon SageMaker Neo
e roTtoBble nakeTbl Apache MXNet, TensorFlow, Chainer PyTorch u Caffe2
e and ycTpoucTB Ha 6a3e Intel Atom, NVIDIA Jetson TX2 u Raspberry Pi



AWS loT Core
Publish and subscribe to messages



Protocols supported by AWS loT Core



AWS loT Core
Mirror device state with Device Shadow



AWS loT Core
Connect and manage LoRaWAN devices



AWS loT Core
with Alexa Built-in devices



AWS |oT Core Device Advisor



HenpepbIBHbIN MOHUTOPUHI NOBeAEHUA
YCTPOMUCTB ANSA BbISiBNEHUs1 aHOManum

MOHUTOPWHI METPUK Be3onacHOCTH
BblABfIEHME aHOManum
onpegeneHne OTKpPbITbIX MOPTOB
YCTPOWCTB

B3aMMoAencTBme ¢ Apyrumm
yCTporcTBamMu

aHanua nepegaBaemMoro oobema
OaHHbIX

ncrnonb3oBaHue moaenen MalnHHOro
obyyeHunsa

AWS loT Device Defender

AyauTt KoHdUrypaumm yctponctea Ha
Hanuume yasBMMOCTEMN

npoBepKa COOTBETCTBUSA
KoHdurypaumm loT Habopy 3agaHHbIX
pekomMeHgauun no 6esonacHocTtu loT
3anyck NOCTOSIHHO UMK MO
HeobXxoanMMocTH

BKMOYaET B cebsl pekoMeHngaumm no
©€e30MacHOCTU, KOTOPbIE MOXHO
BbIGMpaTh 1 3anyckaTb B paMKax
NpPoBEpPKM

MonyyeHue NnpeaynpeXxaeHUn n oTBETHbIE

Mepbl
[ J

oTnpaBnsaeT npeaynpexaeHns ob
onacHocTu B KoHcornb AWS loT,
Amazon CloudWatch u Amazon SNS
npeaocTaBnsieT BCTPOEHHbIe
CpeAcTBa Ans HerWTpanusaumm yrpos
©e3onacHoCcTu:
o pobGaBneHue obbekTa B
rpynny (Hanpymep, KapaHTuH),
o  obHoBneHue cepTMduKaToB
YCTPOWNCTB,
©  3aMeHa BepCuu NONUTUKM MO
YMOIYaHuto,
o  BefeHwue xypHana loT.




AWS |oT SiteWise



AWS |oT SiteWise



AWS IoT Analytics



AWS IoT Analytics



AWS IoT Analytics
Integrating loT data with data lake



AWS IoT Things Graph



AWS loT Events



AWS loT Price

IoT Greengrass One to 10,000 devices $0.18 per month

IoT Core Connectivity pricing: $0.096 (per million minutes of connection)
MQTT and HTTP messaging pricing
Up to 1 billion messages: $1.20 (per million messages)
Next 4 billion messages: $0.96 (per million messages)
Over 5 billion messages: $0.84 (per million messages)
Device Shadow and Registry pricing: $1.50 (per million operations)
LoRaWAN messaging pricing
Up to 1 billion messages: $2.30 (per million messages)
Next 4 billion messages: $1.50 (per million messages) Over 5 billion messages: $1.20 (per million messages)
Rules Engine pricing
Rules triggered: $0.18 (per million rules triggered / per million actions executed)
Actions executed: $0.18 (per million rules triggered / per million actions executed)

IoT Device Bulk Registration
Management Things Registered (per 1,000 things registered) $0.12
Fleet Indexing and Search
Index Updates (per 1 million updates) $2.70
Search queries (per 10,000 queries) $0.06
Device Jobs
First 250,000 Remote Actions / Month (per remote action) $0.0036
Over 250,000 Remote Actions / Month (per remote action) $0.0018
Secure Tunneling
Tunnels Opened (per 1 tunnel opened) $6.00



SiteWise

loT Analytics

loT Device
Defender

AWS loT Price

Messaging Pricing: $1.20 (per million messages)

Data Processing Pricing: $0.60 (per million computations)

Storage Pricing: $0.0005 (per GB-hour) or $0.012(per GB-day) or $0.36 (per GB-Month)
Monitor Pricing: $10.00 (per unique active user per month)

Prices (per GB of data processed) - $0.20

Prices (per GB of processed data stored per month) - $0.03
Prices (per TB of data scanned) - $6.50

Prices (per ACU-Hour, billed per second) - $0.36

Audit pricing

Up to 100,000 devices $0.00132 monthly, per device audited

Over 100,000 devices $0.0012 monthly, per device audited

Rules Detect

Up to 10B metric datapoints $0.03 monthly, per 100K metric datapoints
Over 10B metric datapoints $0.024 monthly, per 100K metric datapoints
ML Detect pricing

Metric datapoints Prices (monthly, per 100K metric datapoints)
Up to 0.3M metric datapoints ~ $2.40

Next 9.7M metric datapoints $0.90

Next 90M metric datapoints $0.18

Over 100M metric datapoints ~ $0.12
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