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Smart Factories 

● Industrial process 

automation/optimization

● Energy Management



Smart Logistics 

● Fleet Tracking

● Platooning

● Connected Vehicles



Digital Health 

● Ultraviolet Radiation 

Monitoring

● Fall Detection

● Companion Robots

● Medical Fridges

● Patient Surveillance/Remote 

Patient Monitoring



Smart Retail 

● Supply Chain Control

● Near Field 

Communication (NFC) 

Payment

● Layout Optimization

● Smart Product 

Management



● Outdoor surveillance

● Smart lighting

● Electronic Road Toll 

Collection and Traffic 

Management

● Smart parking

● Noise Monitoring

● Structural Health Monitoring

● Waste Management

Smart Cities 



Smart Home

● Remote Control Appliances

○ turning on lights,

○ starting the coffee 

maker,

○ setting temperature,

○ open up a music 

playlist,

○ locking doors

● Home Intrusion Detection 

Systems:

○ Smart locks

○ Motion detection



Benefits of Using an IoT Platform

● Faster deployment ● Reduced investment to set up an IoT system





How AWS IoT works 



Amazon IoT Services 



IoT Devices Protocols 

AWS IoT GreenGrass, AWS IoT SiteWise

(OPC UA, MODBUS, TCP/IP) 

SCADA (Supervisory Control And Data Acquisition)

★ PLC (Programmable Logic Controller)

➢ TCP/IP (UDP)

➢ MODBUS

➢ OPC (Open Platform Communications)

○ OPC DA (Data Access)

○ OPC AE (Alarms & Events) 

○ OPC Batch

○ OPC DX (Data eXchange)

○ OPC HDA (Historical Data Access) OPC Security

○ OPC XML-DA (XML-Data Access) 

○ OPC UA (Unified Architecture)

➢ COM, DCOM 

AWS IoT Core

● MQTT (Message Queue Telemetry Transport)

● HTTPS

● WebSockets 

● LoRaWAN (Long Range wide-area networks)

Other IoT Devices

● MQTT

● HTTPS

● LoRaWAN



AWS Timestream - Serverless Time series DB 



FreeRTOS 

FreeRTOS — многозадачная операционная система 

реального времени для встраиваемых систем



FreeRTOS 



AWS IoT Greengrass 



AWS IoT Greengrass

for Industrial Facilities 



AWS IoT Greengrass 



Converting protocols on AWS IoT Greengrass 



AWS IoT Greengrass ML Inference

● Greengrass включает среду глубокого обучения Amazon SageMaker Neo

● готовые пакеты Apache MXNet, TensorFlow, Chainer PyTorch и Caffe2

● для устройств на базе Intel Atom, NVIDIA Jetson TX2 и Raspberry Pi



AWS IoT Core 

Publish and subscribe to messages 



Protocols supported by AWS IoT Core



AWS IoT Core

Mirror device state with Device Shadow



AWS IoT Core

Connect and manage LoRaWAN devices 



AWS IoT Core

with Alexa Built-in devices 



AWS IoT Core Device Advisor 



AWS IoT Device Defender 

Аудит конфигураций устройства на 

наличие уязвимостей

● проверка соответствия 

конфигурации IoT набору заданных 

рекомендаций по безопасности IoT

● запуск постоянно или по 

необходимости

● включает в себя рекомендации по 

безопасности, которые можно 

выбирать и запускать в рамках 

проверки

Непрерывный мониторинг поведения 

устройств для выявления аномалий

● мониторинг метрик безопасности

● выявление аномалий

● определение открытых портов 

устройств

● взаимодействие с другими 

устройствами

● анализ передаваемого объема 

данных

● использование моделей машинного 

обучения

Получение предупреждений и ответные 

меры

● отправляет предупреждения об 

опасности в консоль AWS IoT, 

Amazon CloudWatch и Amazon SNS

● предоставляет встроенные 

средства для нейтрализации угроз 

безопасности:

○ добавление объекта в 

группу (например, карантин), 

○ обновление сертификатов 

устройств, 

○ замена версии политики по 

умолчанию,

○ ведение журнала IoT.



AWS IoT SiteWise 



AWS IoT SiteWise 



AWS IoT Analytics 



AWS IoT Analytics 



AWS IoT Analytics 

Integrating IoT data with data lake 



AWS IoT Things Graph 



AWS IoT Events 



AWS IoT Price 
IoT Greengrass One to 10,000 devices $0.18 per month

IoT Core Connectivity pricing: $0.096 (per million minutes of connection)

MQTT and HTTP messaging pricing

Up to 1 billion messages: $1.20 (per million messages)

Next 4 billion messages: $0.96 (per million messages)

Over 5 billion messages: $0.84 (per million messages)

Device Shadow and Registry pricing: $1.50 (per million operations)

LoRaWAN messaging pricing

Up to 1 billion messages: $2.30 (per million messages)

Next 4 billion messages: $1.50 (per million messages) Over 5 billion messages: $1.20 (per million messages)

Rules Engine pricing

Rules triggered: $0.18 (per million rules triggered / per million actions executed)

Actions executed: $0.18 (per million rules triggered / per million actions executed)

IoT Device 

Management

Bulk Registration

Things Registered (per 1,000 things registered) $0.12

Fleet Indexing and Search

Index Updates (per 1 million updates) $2.70

Search queries (per 10,000 queries) $0.06

Device Jobs

First 250,000 Remote Actions / Month (per remote action) $0.0036

Over 250,000 Remote Actions / Month (per remote action) $0.0018

Secure Tunneling

Tunnels Opened (per 1 tunnel opened) $6.00



AWS IoT Price 

SiteWise Messaging Pricing: $1.20 (per million messages)

Data Processing Pricing: $0.60 (per million computations)

Storage Pricing: $0.0005 (per GB-hour) or $0.012(per GB-day) or $0.36 (per GB-Month)

Monitor Pricing: $10.00 (per unique active user per month)

IoT Analytics Prices (per GB of data processed) - $0.20

Prices (per GB of processed data stored per month) - $0.03

Prices (per TB of data scanned) - $6.50

Prices (per ACU-Hour, billed per second) - $0.36

IoT Device 

Defender

Audit pricing

Up to 100,000 devices $0.00132 monthly, per device audited

Over 100,000 devices $0.0012 monthly, per device audited

Rules Detect

Up to 10B metric datapoints $0.03 monthly, per 100K metric datapoints

Over 10B metric datapoints $0.024 monthly, per 100K metric datapoints

ML Detect pricing

Metric datapoints Prices (monthly, per 100K metric datapoints)

Up to 0.3M metric datapoints $2.40

Next 9.7M metric datapoints $0.90

Next 90M metric datapoints $0.18

Over 100M metric datapoints $0.12
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